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Kinh giri: 
- Cac so, ban, nganh, to chirc doan the tinh; 
- UBND cac huyen, thanh ph6; 
- Cac co quan bao chi, truyen thong, truyen hinh cua tinh. 

s6' 	ThOi ian gan day, cac cap, nganh tren dia ban tinh da,  tap trung chi dao, 
thtrc hien nhieu 	phap phOng, chong t9i pham lira dao chiem dog tai san not 
chung, lira dao chiem dog tai san qua mang vien thong, Internet not rieng, g6p 
phan kiem the loaf t9i pham nay; nhan thirc, )"/ thirc tir phong ngira, phat hien, ngan 
chin va to giac cac hanh vi lira dao cua ngtrOi dan va co quan, to chirc ngdy cang 
&roc nang cao. Tuy nhien, mot so nguoi dan mac du da duoc tuyen truyen, canh 
bac, nhung do nhe da ca tin, ham,loi van trO thanh flan nhan-cua cac 	tuong lira 
dao qua mang 	so tien bi chiem dog rat lon. Theo thOng ke tir dau nam 2020 
den nay, Itrc lung Cong an da tiep nhan 07 vu cong dan trinh bao bf cac doi tuong 
thtrc hien hanh vi lira dao qua mpg vari so tien chiem dog gan 900 trieu long; 
thtrc to con nhieu vv viec nhung nguoi dan khong trinh bao co quan Cong an. Thil 
(loan pho bien cac doi Wong sir citing la: (1) Gia danh, lien ket vai doi tuong ngtrOi 
nu& ngoai lam quen qua mpg xa h9i, vO• ket than, yeu throng, hira hen giri tien, 
qua c6 gia tri cao, de nghi dong cac loci thue, phi de nhan qua; (2) Gia danh can b9 
trong cac co quan thtrc thi ,phap lug (Cong an, Vin kiem sat, Toa an) de d9a 
nguoi 	hai c6 	quan den qua,  trinh dieu tra vu an ve ma toy, barn lau..., de 
xac minh lam ro, doi Wong yeu cau ngtrOi bf hai n6p tien vao cac tai khoan dinh 
san de kiem tra sau do chiem dog; (3) ThOng bao trung thuang, yeu cau nguoi bi 
hai chuyen tien lam chi phi de nhan thuerng;,  (4) Chiem dog quyen kiem soat cac 
tai khoan mang xa h9i sau d6 giri tin nhan den nguiyi than quen trong danh ba cua 
tai khoan chiem dog de vay, muon tien (co phy lyc chi tiet kern theo). Dac biet 
hien nay, loi dung tinh hinh dich benh Covid-19 dang dien bien phirc tap, nguoi 
dan thvc hien cach ly xa h9i, tang cirerng sir dung cong nghe thong tin, khong 
gian mpg de hoc tap, lam viec, giai tri nen cac dOi tuong ding gia tang hog 
Ong pham t()i. 

Truck tinh hinh tren, de tang cuerng cac hien phap phong ngira, d'Au tranh veri 
t9i pham Era dao chierndoat tai san qua mang, COng an tinh de nghi cac so., ban, 
nganh, to chirc doan the, co quan bao chi, truyen thong, truyen hinh cua tinh va 
UBND cac huyen, thanh phO quan tam, chi dao thuc hien mot so not dung sau: 

1. Tiep tvc tuyen truyen sau r9ng ve tinh hinh, ket qua cong tic dau tranh 
vo(i t9i pham Era dao chiem doat tai san tren cac phuang tien th6ng tin dai 
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qua tin nhjn dien thoai, mang xa h9i; phuang thirc, thu clop, hju qua, tic hai, cach 
thirc phOng ngira, phat hien, to giac cac hanh vi lira (lag chiem doat tai san qua 
mpg. Quail triet can b9, cong nhan vien chirc, ngtrOi lao d9ng nang cao tinh than 
canh giac, )"/ thirc bao ve tai san, nghiem cam tham gia hoc tiep tay cho cac dOi 
tugng hoat d9rig lira dao chiem doat tai san, kien quyet xir ly nghiem cac twang 
hgp vi pham. 

Tuyen truyen, khuyen cao nguCri dan nang cao )", thirc bao ve, bao mat thOng 
tin ca nhan tren khong gian mpg, khong tuy tien cung cap, khai bao th6ng tin ca 
nhan tren cac trang mpg, dueling link c6 not dung khOng ro rang, da:c biet la th6ng 
tin y& tai khodn, mat khau; khong tai, cai djt, clang nhjp,cac trang web, dung link, 
phan mem la vao dien thoai, may tinh; thjn trong khi ket ban, lam quen 	nhilng 
ngkrOi nue(c ngodi, Viet kieu tren mang 	h9i; h6i kien ngueri khac, kiem tra 1("S'i 
thong tin tir cac,  nguOn chinh thOng ve,  thong bao trUng thuong, tang qua... Khi 
nhjn dirge leYi de nghi vay mugn, chuyen tien, mua the nap tir ngir9i than, ban be 
qua tin nhan, mpg xa h9i can lien lac trirc tiep 	nguoi d6 de xac nhjn. Han the 
sir dung cac diem truy cap Internet cong cong de ding nhjp, thkrc hien giao dich 
tren he th9ng ngan hang dien 	bjt tinh nang xac thirc 2 yeu to (2FA) cho cac tai 
khoan ca nhan, djc biet la thu dien tir (e-mail), tai khoan mang xa h9i, ngan hang 
true tuyen, tai khoan thanh toan, mua sam trtrc tuyen, cac dich vu tau tril dam may. 

2. De nghi 	Thong tin va Truyen thong tang cuong quail ly chjt the cac 
thue bao di d9ng, thue bao Internet, 14 bo sim "rac", dam bao cac thue bao c6 day 
du thong tin chinh chii; phoi hgp vOi cac co quan, don vi chirc nang quan l)"7 chjt 
the cac cu9c goi tir Internet vao mang vien thong theo phuong thirc VoIP nham 
ngan chin cac dOi tugng gia mac, so dien thoai ciia co quan Nha nook ggi dien lira 
ciao; ra soat cac website, tai khoan mang )(A h9i cUa cac to chirc, cac nhan c6 bieu 
hien lira dao chiem doat tai san qua mang Internet va mang vien thong de trao doi 
veri ltrc lugng Cong an c6 cac bien phap chu dOng phong ngira, ngan chin va xir ly 
lc* t9i pham nay. Chi dao cac doanh nghiep cung cap dich vu vien thong Internet 
lkm tril day du thong tin ngueyi dimg, c6 giai phap dinh danh tai khodn, kip thOi 
phoi hgp cung cap cho cac co quan chin nang khi c6 yeu cau. 

3. De nghi Ngan hang Nha nuov Viet Nam chi nhanh tinh Lang Son chi dao 
cac ngan hang thuong mai quan triet den toan the can b9, nhan vien khi phat hien 
cac bieu hien,bat thuOng 	khach hang den giao dich nhu: Ngueyi cao tuoi den rift 
tien, giri so tien lon vao cac tai khoan ngan hang ey xa; khach hang c6 tam ly lo rang, 
bat On, thkrOng xuyen nghe dien thoai, khong tat cu9c g9i trong khi thtrc hien giao 
dich... thi can to van, trao doi va thong bao cho khach hang ye thu clop hoat d9ng 
lira dao qua mang de canh giac. Dan cac thong bao, canh bao ve 	don 	cac 
doi tugng lira dao chiem doat tai san qua mpg Internet, mang vien thong, thiet bi so 
tai ckia ra vao va quay giao dich d cac chi nhanh. Tang,cuerng giarn sat, kiem tra cac 
may ATM cilia ngan hang de kip theri phat hien cac thiet bi la On vao may; khi phat 
hien dOi tugng sir dung thong tin gia, the ATM gia de giao dich can nhanh chOng 
thOng bao cho luc lugng COng an not gin nhat de phoi hgp xir 1y. PhOi hgp chat the 
vOi cac 	lugng chirc nang kip thoi phat hien, ngan chin cac hanh vi lgi dung hoat 
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dOng thanh toan dm ngan hang de hoat dOng pham tOi, cung cap cac thong tin phgc 
vu cong tac dieu tra, xac minh trong thOi gian sOrn nhat khi c6 yeti du. 

Cong an tinh sir dung so may truc ban hinh su 069.2569.159 ciia Phon, 
Canh sat hinh su la so dien tho4i dtrOng day n6ng tiep nhan thOng tin phan anh ye 
hog &Ong lira dao chiem dog tai san cila co quan, to chirc, ngtrai dan 24/24h. 
Thong tin chi tiet, Yu viec can trao d8i, de nghi lien he Phong Canh sat hinh su -
Cong an tinh, dia chi: So 15, &Tong Hoang Van Thu - phueyng Chi Lang, thanh ph"O 
Lgig Son, SDT: 069.2569.159 de phoi hop, giai quyet. 

Rat mong su quan tam, pht)i hop cila cac co quan, don vi./. 

Noi nh'On: 
- Nhu tren; 
- D/c H6 Ti&I ThiO - PCT UBND tinh (Bao cao); 
- D/c Gam d'Oc CAT (Bao cao); 
- Luu CAT (PCO2,PV01). 
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Ve thu doan boat dog p o tz. 	4,10i pham lira ciao qua mang 
(Kern theo Cong van scf1,0 	 ay 45/4/2020 cua Cong an tinh). 

Tir ngay 01/01/2020 den‘6914/26Wtren dia ban tinh xay ra 07 vu 1 u a dao 
chiem doat tai san bang cac hinh thirc nhu: Ket ,  ban qua mang xa h6i Zalo, 
Facebook lira giri qua tir ntrac ngoai ye (02 vu); Chiem doat tai khoan mang xa h9i 
sau do gia danh chit tai khoan giri tin nhan vay, mugn tien (02 vu); G9i dien thoai 
gia danh Cong an, Vin ,kiem,sat, Toa an de d9a 	nhan c6 lien quan den cac 
throng day t6i pham de tong tien nan nhan (02) vu; Thong bao trung thuang gia tri 
lon sau do yeu cau n6p tier' de nh4'n qua (01 vv) voi tong so tien chiem doat cua 
cac bi hai tren 881.000.000d. Thu doan cua cac doi tugng: 

ThU dogn 	nhAt: Th8ng qua mang xa h8i nhu Zalo, Facebook... cac d6i 
tugng lam quen va ket ban vai cac nan nhan, (lac biet la phi nu. Cac doi tuo:ng dua 
ra nhang thong tin gia giori thieu ye dieu kien, hoan canh dm ban than nhu la guar) 
nhan, k5% su, bac 	hien dang chien dau, lam viec o chien truang, da ly bon va 
sons d6c than, hien cc') nguon tai san Ian, giri cac hinh anh ve, giay can cuov, h9 
chieu va not lam viec cho 	nhan de tao long tin. Sau do doi tugng ngo y 
tang qua c6 gia tri ion nhu: Tien mat, yang, kim cuang, dO,dien tO dat tien... cho 
nan nhan hoc de nghi nan nhan nh5n 	nguon tien chuyen to nuOc ngoai ve de 
sau nay sang Viet Nam dau to kinh doanh, mua bat d6ng san. Khi nan nhan dOng 
Y, cac doi tugng de nghi nan nhan cung cap dia chi, so dien thoai, so chOng mink 
de gin den (long thai girl cho nan nhan hinh anh goi qua ben trong co nhieu ngoai 
te, trang sirc, vat dung dat tien. Sau mot khoang thai gian, cac doi tugng ngtrai 
Viet Nam lien lac, to xung la nhan vier) an ninh san bay, hai quan, nhan vien giao 
hang, can b6 thue...dua ra cac thong tin gia can tra viec nh5n gOi qua (nhu hang bi 
tam Oa tai san bay vi trong do c6 nhieu ngoai te, hang h6a c6 gia tri phai n6p le 
phi, bao hiem, thue thu nh5p ca nhan, phi,chuyen dOi ngoai 	va yeu can nan 
nhan chuyen tien vao cac tai khoan cac doi tuo:ng cung cap de giai quyet van dc, 
sau khi nh5n dugc tien, cac doi tugng nhanh chong sir dung hinh thirc chuyen tien 
qua he thong Internet banking de chuyen long vong den nhieu tai khoan khac nhau 
de chiem doat. Sau moi Ian nan nhan chuyen tien, cac,d6i tugng lai dua ra cac ly 
do mai cho den khi nan nh5n khong con kha nang chuyen tien cho cac dOi arcing. 

Thii doqn thir hai: Cac d6i tugng sir dung con* nghe VoIP (Voice over 
Internet Protocol), cac Ong dung tao so dien thoai ao, thiet 15p cac tong dai tkr d6ng 
g9i den so dien thoai ctia nan nhan to xung,la 	quan COng an, Vien kim sat, 
Toa an nhan dan, dua ra cac thong tin gia de cho nan nhan tin la h9 c6 lien quan 
den cac vu an nhu: Cac thong tin ca nhan cua nan nhan hien dang dugc sir dung de 
moi tai khoan ngan hang, trong tai khoan co luting tien Ian lien quan den duang 
day t6i pham ma tuy; ng tien mot vign thong; ng ngan hang...) va de doa se bit, 
tam giam nan nhan net' khong hgp tac, mot so truang hgp cac doi tugng sir cac 
phan mem de chinh sira, cat ghep anh dua cac thong tin dm nan nhan vao cac 
Lenh/Quyet dinh gia cila Cc quan dieu tra, Vien kiem ,sat, TOa an roi 	cho nan 
nhan. Khi 	nhan lo sg, cac doi tugng not 	giap dieu tra, xac minh lam ro. sau 



do yeu cau nan nhan cung cap cac thong tin ca nhan, thong tin ve cac tai khoan 
ngan hang, tai khoan tiet kiem va yeu cau nan nhan chuyen tien vao tai khoan cua 
co quan dieu tra de kiem tra, neu xac minh,khong lien quan thi se duvc tra lai day 
du. Do lo so nen mot nan nhan 	chuyen toan 1)0 so tien trong tai khoan ngan 
hang, tai khoan tiet kiem cho cac doi tuvng. Ngay sau khi nhan &roc tien cua nan 
nhan, cac doi ttrong lap tire chuyen tiep den nhieu tai khoan thu& cac he thong 
ngan hang khac sau do chiem Gloat. 

Thii doan thir ba: Cac d6i tuo'ng mao danh la can b0 ngan hang, nha mang 
di d0rig, nhan vien cac cong ty san xuat, mua ban xe may, o,to g9i dien, nhan tin 
cho 	nhan thong bdo trung 	thtrang gia tri nhtr so tiet kiem, den mat, xe 
may, o to... Sau dO dOi tuvng yeu cau nan nhan n0p cac khoan phi nhir den time, le 
phi clang ky xe may, 0 to, le phi quay phim, chop anh...de nhan thuong, khi nan 
nhan (Tong y chuyen tien cac doi twang cung cap thong tin tai khoan ngan hang de 
nan nhan chuyen tien vao va chiem doat 

Thu doan thir ttr: Cac doi arc:mg sir citing cac thir doan (nhtr sit' dung phan 
mem gian diep, du do nan nhan truy cap vao cac trang web co ma d0c, cac trang 
web gia mao cong thong tin dien tir cua co quan to chine, trang binh ch9n cac cu0c 
thi tren truyen hinh sau do yeu cau nhap thong tin hoc g9i dien gia danh nhan vien 
ky thuat cac cong ty yeu 	nan nhan cung cap thong tin) de chiem doat quyen sir 
(king tai khoan mang xa h0i Zalo, Facebook, tai khoan icloud, tai khoan email dm 
ngtred nan nhan (vi du: Doi twang giei &rang link, dia chi web nh& binh chon cho 
con, chau tham gia click thi "Giong hat Viet nhi" va htrang dan truy cap vao cac 
trang web gia mao 	https://binhch  onchocacbenhinam2019.weebircom,- 
https://amnhactuyenchon2020.weebly.com  de binh chpn,. Gia mao nhan 
thuat cua Zalo, Facebook, nhan vien ngan hang gpi dien yeu cau cling cap inu s() 
OTP ...). 

Sau khi chiem doat &roc tai khoan cac dOi Wong nghien ciru tin nhan cua 
nan nhan vai, ngtrai khac de tim hieu cac moi quan he than thiet, cach not chuyen 
\fed ban be de mao danh chit tai khoan nhan tin hOi vay tien, nhiing ngtrai dOng 
cho vay se &roc cac d6i tuvng htreing dan chuyen tien vao cac tai khoan ngan hang 
da chuan bi de chiem doat. 

Mot so trtrang hop cac d6i tuvng gia danh ngtrai a 'mac ngodi mua hang 
hoa sau do giri email, tin nhan gia thOng bao cua ngan hang ye viec tai khoan da 
nhan duqc tien, kern theo lien ket den cac trang web gia mao dich vu chuyen tien 
quoc te, yeu cau nan nhan nhap thong tin tai khoan ngan hang de nhan tien (vi du: 
https://dichvuwesternunionquocte24hss.weebly.com). Thtrc chat day la cac trang 
web gia mao de danh cap thOng tin tai khodn./. 
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