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BAN DA BIET

a 10 PIEU CAN BIET KHI LAM VIEC TU XA

MA HOA & SAO LUV DT LIEU

MAT KHAU MANH |
o S T . * & bao vé thitng tin, diF 120, €in sso wu sang th&C b T e
L3 mat khdu oo & ki t trd |én, trong dé ahai bao D bio ud thing tin, ¢ u, cin 580 u e b :
S R ST C A S T Al hoe, It et o/ hai ing Iuru tr truc tuyén. DEE v o li&u suan trong,
/ E nifiary #n md hda trude khi sae luy

. THAN TRONG V1 THU BIEN T
KICH HOAT TUONG LUA

C3n kich hoat tuéing |iva khi thiét 13p % it
vy i A8 3 vide b xa . N CS ‘ 4 2

National Cyber Security Center

K’ doc taur disn Tk e2n gquan sat K1 dia il ngu o
rang v 1t quét tudc khi métap tin dinh kém
clrtng ¢An treng Thu dis i,

USB, THIET BI LUU TR DI BONG

—

GO BO CHUONG TRINH

—

B biio dam an todn, ting hiu ning cho rmiy dnh,
cEn it bo cacchuang trinh khang cin thist

khi thiét lap may tinh d8 [am wiéc tirxa

n trong khi chm USB v thidt bi uu el di §6mg
héng ra nguan goc, Quet virus trirde khi sl dung,

CAP NHAT CAC PHAN MEM ; o
E : TAN CONG LUA DAO
VA HE DIEU HANH %

Hec
phign b
cip nhdt 1y dang

_ CAIBAT PHAN MEM MANG RIENG AO (VPN)

PHONG CHONG MA BOC
Cal G4L s3n cée Ung dung VPN 48 truy cap o he thing

theo chink sach bao mat ciia & chire Khang chia e

tal khodn VPN da duoe cap vdi nguai khac,

Neudri diing od thé han ché sc virus, ma doc bing céch
cai g3t v cdp nhat thudng xuyén phin mém digt virus

NCSCX

7 DIEU CAN BIET
KHI HOC - HOP TRU'C TUYEN

NGU'O1 THAM GIA

e

Kiérn sodt ngudi tham gia 1ép hoc/cude hop, tranh viée
céc ddi tirgng lgi dung dé dénh cap thong tin va

phat tan ma ddc qua cac tap tin/dudng link chia sé

CAN THAN KHI CHIA SE

Tat chire ndng chia sé man hinh cla ngudi tham gia,
chia s& tap tin qua cac dich vu dam may nhu Box
hodc Google drive khi tham gia ldp hoc/cude hop.

DAT MAT KHAU MANG KHONG DAY AN TOAN

Dat mat khdu d@ han ché cac truy cdp mao danh | “Z=>" J| Vidunhu: Kich hoat cdc phudng thifc ma hoa
A i Ternanny y A:in a .
ho#c s tham gia clia dobi tugng khong cin thidt A{j' WEP/WPA{WPA2, thay dGi tén mang khong dy
we® do cac nha san xuat cal dat sdn, loc dia chi MAC, vy

CHINH SACH BAO MAT

-

Boc ki céc chinh sach bao mat cia nha cung cap
dich vu trirédre khi sir dung. Luu  didu khoan cé
chia sé théng tin cho bén thir ba hay khéng?!

CAP NHAT PHIEN BAN MG

Cap nhat cac phién ban mdi nhit dé dam bao
phdn mé&m an toan vi nhitng phién ban cii
thuding & cé cac |6 héng bio mat chira duoc va,

CHU'C NANG BAO MAT

Trude khi s dung ngudi diing nén xem xét k{ cac
chitc ndng bdo mat cla ung dung, phan mém dé
dam bado an todn trong qua trinh s dung.
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6 PIEU CAN BIET
KHI THANH TOAN TRU'C TUYEN

Str dung kénh giao dich true tuyén

Bang ky sir dung dich vy OTP °% oo, 1 Eai PR
o ﬁ‘; chinh thirc clia ngan hang

Khéng tuy y cung cip théng tin

Str dung dich vu tin nhin chia ddng 2% a5 421 o hgah HARE

% 4

Canh gidc v&i email, tin nhin

i A o Thay d8i mit kh&u dinh ky cho
gia mao ngan hang %

"':1 s0 tai khoan Internet Banking

NCSC¥%

NHU’'NG PIEU CAN BIET
KHI SU DUNG MANG XA HOI

Zalo

Q|

B0
Ngan TikTok luu

théng tin ddng nhap

e
2

X6a lich sir hoat ddng Zn vi tri ngudri ding

— e G
Kiém tra ai dang sir dung @ ;

T

Public2??

\4

B
¥

tai khoan ciia ban Bt xéc thue 2 v&u 16 (2FA)  Gidvi han déi twong cho s
e st R Tat théng béo
What dé xem tin nhan
By . . g e
g © Kiém tra ding nhap “aﬁ “
5] 1 & Thigt 13p quyén xenr
BE— %‘ bat thu,dng Canh gidcwoinut  Ngdn thang tin tai khodn hién thi ~ khi d
Like v Share trén cdc cang cy tim kiém S
o ;I'w; 2
e e e 4 - Xda vj tri trén
Cai d3t ché d6 riéng tv ‘
Ngimg quing cdo Loai bé cic (rng dung

hoat déng cia ban theo dbi khéi Facebook
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CHUYEN PE 1: LAM VIEC TU XA AN TOAN
1.1. Thiét 1ap may tinh, thiét bj an toan dé 1am viéc tir xa
Duéi day 12 mot s6 budc dé thiét 1ap may tinh, thiét bi an toan chdng lai cac
nguy co bi tin cong.

1.1.1. Thiét 1ap xac thwe tai khoan bing mat khau

Khi str dung cac thiét bi c4 nhan, c6 nhiéu tinh huéng ban phai roi khoi may
mot khoang thoi gian. Nhimg luc nhu vay, néu khéng cin than va c6 phuong phap
bao vé thi thiét bi cia ban hoan toan c6 thé bj nguoi khac sur dung va cé thé gap phai
tinh trang bi sao chép, danh cap dir liéu. ..

Mot trong cac bude dau tién cua viée thiét 1ap cAu hinh may tinh 1a thiét 1ap
mat khau cho céc tai khoan vdi d0 phirc tap nhat dinh. Do d6, nguoi dung can c6 mot
mat khau an toan, dia manh dé ké tan cong kho doadn va lgi dung.

Mat khau di manh 14 mat khau: t6i thiéu 8 ky tu, ¢6 chit hoa, chit thudng trong
bang chir cai, s0 va cac ky tu dic biét.

Ngoai ra, trong trudng hop ngudi ding quén khda man hinh khi ra ngoai, can
thiét lap khoa man hinh thiét bi tu dong trong khoang thoi gian nhét dinh. Budc nguoi
dung néu mudn str dung thiét bi phai nhap dung mat khau, néu khéng s& khong thé
str dung duoc thiét bi va dit liéu lién quan.

Viéc khoa man hinh yéu cau mdi lan ngudi dung mudn mo khéa thiét bi hoic
bat thiét bi, ho s& duogc yéu cau nhap ma PIN, mat khau hodc ddu van tay. Diéu nay
cO nghia la néu ai d6 gilr thiét bi ctia ban, ho khong thé truy cap dir li€u trén thiét bi,
khi ngudi dung khoéng cung cip mat khau, mau, ma PIN, dau van tay.

1.1.2. Kich hoat chirc ning twong lira bao vé ca nhan trén thiét bi

Mot trong cac tac vu dau tién can thyc hién sau khi cai dit thiét bi c4 nhan an
toan 1a thiét lap céc co ché béo vé co ban cho thiét bi. Trong do, tuong Itra 1a bién
phap co ban dé phong tranh cac nguy co mét an toan thong tin. Hién nay, hau hét cac
hé diéu hanh da tich hop tuong lira ca nhan nham bao vé ngudi dung khoi cac tan
cong co ban. Do d6, can kich hoat phan mém tuong lira nay trude khi két néi may
tinh dén bat ky mang may tinh nao nhu Internet, Wifi hay LAN.

Trén hé diéu hanh Windows, c6 thé kich hoat tudng lira bang cach truy cap
chtrc nang Windows Defender Firewall trong Control Panel. Sau do, lya chon “Turn

Win-dows Firewall on or off” dé thuc hién viéc kich hoat. Tiép tuc chon “Turnon...”
va tuy chon bén dudi d€ kich hoat. Cac budc thuc hién cu thé nhu sau:

10|NCSC
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Budc 1: Tai thanh Tim kiém, nhap Control Panel, sau d6 nhan chon vao

Apps Documents Web More =

.| Control Panel G

App —

Search work and web
Control Panel

£ control panel - See work and web results > App
L control panel windows 10 >
£ control panel open ? = Open
£ control panel owa > A4
£ control panel windows > Recent
Uninstall a program

£ control panel mac > & prog

*& Advanced sharing settings
£ control panel indesign >

L\\, 4*  Metwork and Sharing Center

Settings

& windows Defender Firewall
B System >

[ Programs and Features
B Taskbar notification area > o

] Internet Options

@ See if you have a 32-bit or 64-bit
version of Windows

> = System

“*  View network computers and devices

£ Control Panel

Budc 2: Sau do, tai giao dién tiép theo, nhan chon vao muc System and
Security.

Control Panel

= ¥ 4 B8, Control Panel

Adjust your computer's settings View by, Category ¥
System and Security . User Accounts
Review your computer's status :J\,“ o -
3 s Change account type

Save backup copies of yourfil
Backup and Restore (Windows 7)

with File History

Appearance and Personalization
Network and Internet

Wiew network status and tasks

Clock and Region

Change date, time, or number formats

/ Hardware and Sound
View devices and printers

Add a device Eas”et of Access
Adjust commenly used mobility settings Lk Witowrs sl <ellinis

Optimize visual display

Programs

[
[] Uninstall a program

Budce 3: Chon tiép vao muc Windowns Defender Firewall.

11|NCSC
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& System and Security

& - v 4 & ControlPanel » System and Security

Control Panel Home

Aw Security and Maintenance
A Review your computer's status and resolve issues G Change User Account Control settings

* System and Security ki
Troubleshoot commeon computer problems

Networkand Internet
O ﬁ Windows Defender Firewall

Check firewall status | Allow an app through Windows Firewall

Programs

User Accounts I_\»] System ) , .
= View amount of RAM and processor speed | & Allow remote access | Launch remote assistance

Appearance and
Personalization
Clock and Region \4'; Power Options

Change battery settings Change what the power buttons do Change when the computer sleeps

See the name of this computer

Ease of Access

File History
45 Save backup copies of your files with File History | Restare yourfiles with File History
.‘_'@ﬁ Backup and Restore (Windows 7) [
—~ Backup and Restore (Windows 7) Restore files from backup
%: BitLacker Drive Encryption
¥

Manage BitLocker
Storage Spaces
Manage Storage Spaces

Work Folders

Manage Work Folders

@ w

Administrative Tools
Eree un dick snace | Defranment and ontimizevour drives | 80 Create and format hard disk nartitinns

i

Budc 4: Sau do, giao dién mai s€ hién thi, ban nhan chon tiép vao muc Turn
Windowns Defender Firewall on or off & bén trai man hinh.

# Windows Defender Firewall

Control Panel » System and Security » Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
threugh Windows Defender
Firewall .
l 0 Private networks Connected

Q Change notification settings

€ Tum Windows Defender Metworks at home or work where you know and trust the people and devices on the network
Firewall on or off

G Restore defaults Windows Defender Firewall state: On

Incoming connections: Black all connections to apps that are not on the list
of allowed apps

Active private networks: ¥ -

Motification state: Notify me when Windows Defender Firewall blocks a
new app

G Advanced settings
Troubleshoot my network

l Q Guest or public networks Not connected

Security and Maintenance

Metwork and Sharing Center

Budc 5: Lua chon bat tuong lura va nhin vao muc OK dé hoan tat cai dat.

12|NCSC



TAI LIEU HUONG DAN N CS C

Control Panel Systemn and Security » Windows Defender Firewall » Customize Settings

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
v (®) Turn on Windows Defender Firewall
[[1Block all incoming connectiens, including those in the list of allowed apps
Notify me when Windows Defender Firewall blocks a new app
g (O Turn off Windows Defender Firewall (not recommended)
Public netwark seftings
g @ Turn on Windows Defender Firewall
[[]Bleck all incoming connectiens, including those in the list of allowed apps

Notify mewhen Windows Defender Firewall blocks a new app

g (0) Turn off Windows Defender Firewall (not recommended)

Concel

1.1.3. G& b6 cac chwong trinh khong cin thiét

Céc thiét bj c4 nhan thuong dugc nha san xudt cai dit sin cac chuong trinh
quang cdo, gi6i thiéu hoic ban dung thir cia cac phan mém khac. Cac chuong trinh
nay c6 thé an chira cac nguy co gﬁy mat an toan thong tin ma ké tin cong co thé loi
dung ngay trong qua trmh str dung 1an dau tién hoic lam glam hiéu ning cta thiét bi.
Vi vy, nguoi ding can thao g0' cac chuorng trinh khong can thiét trén may tinh cua
minh ngay trong qua trinh thiét 1p ban dau dé phong tranh cic nguy co mat an toan
thong tin cling nhu 1am ting hiéu ning cta thiét bi trong qua trinh st dung.

Dé thao g& cac chuong trinh khong can thiét, ngudi ding c6 thé sir dung chirc
nang quan ly chuong trinh da dugc cai dat trong may tinh dé liét ké tat ca cac chuong
trinh da duoc cai dat. T d6, 1an luot xem xét cac chuong trinh dang c6 san dé thao
g0 cac chuong trinh khong can thiét khoi hé thong theo nhu cau.

DPé md chirc ning quan 1y cac chuong trinh d3 cai dit trong hé diéu hanh Win-
dows, ngudi dung co thé truy cap Control Panel, chon Programs and Features d¢ thuc
hién vi¢c gd bd hodc tuy chon khéc.

Céac budce cu thé nhu sau:

Budc 1: Tai thanh Tim kiém, nhap Control Panel, sau dé nhén chon vao
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All Apps Documents Web More w

Best match
[} = Control Panel Gl
App —

Search work and web
Control Panel

L control panel - See work and wab results > App
control panel windows 10 2

L control panel open > = oOpen

L control panel owa > A4

L control panel windows > Fecent

£ control panel mac 5 [ Uninstall a program

*& Advanced sharing settings

£ control panel indesign >
% 4% Metwork and Sharing Center
Settings
i windows Defender Firewall
E system >
[l Programs and Features
B Taskbar notification area > & ;
-] Internet Options
@ See .ifyou ha_ve a 32-bit or 64-bit 5 E2 System
version of Windows

4 View network computers and devices

£ Control Panel|

Budc 2: Sau do, tai giao dién tiép theo, nhan chon vao muc Uninstall a
program.

B8 Control Panel

& = ~ 4 B Control Panel

Adjust your computer's settings View by: Category =

System and Security User Accounts
Review your computer's status 53

Save kup copie: your files with File History N
Backup and Restore (Windows 7)

G Change account type

Appearance and Personalization
Network and Internet

‘\%
..'__"l View network status and tasks

/ Hardware and Sound

ﬂ' View devices and printers
Add a device

Adjust commonly used mobility settings

Clock and Region
Change date, time, or number formats
Ease of Access

Let Windows suggest settings
Optimize visual display

Programs
[] Uninstall a program

Budc 3: Nhan chudt phai vao chuong trinh can g& bd va chon Uninstall.
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Control Panel Home

View installed updates

) Turn Windows features on or
off

Programs » Programs and Features

Uninstall or change a program

To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.

QOrganize =  Uninstall

MName

9 Npcap

¥ MongoDB Compass

£ Wekazas

# MongoDB 4.4.2 2008R2Plus SSL (64 bit)

¥ Microsoft BinScope 2014

ﬁ!Mir_rosoftV\sual C++ 2013 Redistributable (x64) - 12....
[ Teamviewer

BB Texmaker 5.0.4 (64-bit)

3 MiKTex
Graensh
9 Mozilla METTERENEE SERTCE

| & Burp Suite Community Edition 2020.9.2

[&] Cisco Packet Tracer 7.3.1 64Bit

¥ DA Pro 7.0 and Hex-Rays Decompiler (ARMB4 ARM, ..
40 HxD Hex Editor 2.4

[&]ScrapeStorm 3.5.3

Publisher
Nmap Praject
MongeDB Inc

Machine Learning Group, Unive...

MongoDB Inc.
Microsoft Corporation
Microsoft Corporation
TeamViewer

Texraker

MiKTeX.org

Greenshot

Mozilla

PortSwigger Web Security
Cisco Systems, Inc.
Hex-Rays 54

Maéel Horz

BERRE

ﬁ MiKTeX.org Product version: 20.11 Support link:  https://miktex.org/ab... Comments: MikTeX is a scalable TeX distribution for...
X Help link:  https://miktex.org/su... Update information:  https://miktex.org

Installed On
372372021
3/2/2021
171472021
12/10/2020
12/2/2020
11/18/2020
11/15/2020
1171172020
1171172020
11/11/2020
11/5/2020
11/5/2020
10/27/2020
10/10/2020
10/10/2020
10/6/2020

Size

137 MB

703 MB
211 MB
20.5 MB

206 MB

2,83 MB
327KB

413 MB
264 MB
7.63 MB
205 MB

Version
0.9995
1.25.0
385
442
7.0.7000.0
12.0.30501.0
15116
5.04.0
2011
1.2.106
82.02
202092

24
3.53

w

1.1.4. Cap nhat phin mém va hé diéu hanh

Sau khi cai dat, hé diéu hanh cta may tinh c6 thé 13 phién ban cii chua duoc
vé 18i bao mat. Do d6, ngudi sir dung can thiét 1ap ché do tu dong cap nhat hé diéu
hanh va cic phan mém khac. Dé thyuc hién viéc ndy, ngudi ding mod chic ning
Windows Update, sir dung tuy chon “Change Settings” dé thiép lap viéc tu dong cap

nhat.

Nguoi dung co thé chon ché do tu dong cap nhat theo nhu ciu dé dam bao
khong bi gidn doan cong viéc.

Céac budce thyc hién cu thé nhu sau:

Budc 1: Nhéan nuat Start trén Windows (hodc nhan phim Windows trén ban
phim) -> chon Settings hodc nhan t6 hop phim Windows + I.

15|NCSC
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Productivity

Microsoft Edge

|
[ L]
| |

Microseft Store
PhuongAnh

Documents

Pictures

Settings

Power

Bude 2: Chon Update & Security

Search

PhuongAnh

Time & Language

Mestly Cloudy
o 92
s

Hanoi

@

OneDrive

Network & Internet

Gaming

See all your
mail in one

Mail

place

NCSCX

National Cyber Security Center
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Budc 3: Chon Windows Update -> Chon Advanced options

Settings

@ Home Windows Update

Find a setting ~ | You're up to date
B st cheded: Today. 3:21 PM Looking for info on the latest updates?

Update & Security
Check for updates

~ 1
> Windows Update Related links

Delivery Optimization
Feature update to Windows 10, version 20H2

Windows Security The next version of Windows is available with new features and security improvements. When you're reacly for the
update, select "Download and install.”

- Backup
Troubleshoot
Recowvery
Activation
Eind my device
For devel;

AR ™ Advanced options

R,

Windows Insider Program

Budc 4: Bat cac option dé tu dong cap nhat hé diéu hanh va cac phan mém
 Advanced options

Update options
Note: Windows Update might update
Receive updates for other Microsoft products when you update Windows itself automatically first when checking
for other updates.
® on

Configure automatic device setup
after an update under the Privacy
® on section in pti

Download updates over metered connections (extra charges may apply)

Restart this device as soon as possible when a restart is required ta install an update. Windows will display a notice before the restart, and the device must be on and @
plugged in.

® on

Update notifications

Show a notification when your PC requires a restart to finish updating

@D or

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When you reach the pause limit, your device will
need to get new updates before you can pause again.

Pause until

Select date

1.1.5. Cai dit phan mém phong chéng ma doc

Mbi gidy trén khong gian mang c6 khoang 300 virus méi dugc tao ra, cho nén
may tinh cua ban hay ctia cong ty, doanh nghiép can phai cai dat phén mém diét virus
manh, phat hi€n nhanh céc loai virus, phﬁn mém gian di¢p,... dé kip thoi tiéu diét
virus giam thiéu ton that cho may tinh. Nguoi str dung may tinh c6 thé han ché cac
virus, md doc bang cach cai dit phan mém diét virus c6 ban quyén cho may tinh.
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1.1.6. Ma hoa va sao luu dir li€éu quan trong dinh ky, thwong xuyén

Ma héa dir liéu

M3 héa 13 mot phwong phép bao vé thong tin, bang cach chuyén d6i théng tin
tir dang c6 thé doc va hiéu dugc thong thuong trén cac hé diéu hanh sang dang thong
tin chi thé c6 thé doc duoc qua giai phap da ma hoa. Viéc lam nay giup ta co thé bao
vé thong tin tot hon, an toan trong viéc luu trir dir li€u. Du ké x4u ¢6 duge 6 cung,
thiét bi luu trir ciia nguoi dung ciing khong thé c6 dugc théng tin va dit liéu luu triv
bén trong. Ngoai cac giai phadp ma hoa dir li€u thuong mai trén thi truong, trén hé
diéu hanh Windows c6 tich hop sin tinh nang bao vé dit liéu 1a BitLocker. Tinh ning
mi hoa toan bd 6 cimg hodc phan ving bat ky cia BitLocker s& dam bao néu thiét bi
mat hodc bi danh cép thi ciing s& khong thé truy nhap vao tép, dir liéu trén 6 dia da
dugc bao vé. Tinh ning nay nén duoc nguoi dung hé diéu hanh Windows tan dung
dé dam bao cac dix liéu quan trong cua co quan, td chuc khong b1 10 lot trong truong
hop x4u xay ra.

Cach sw dung BitLocker:

BitLocker 12 mot tinh ning bao mat dugc tich hop san trong hé diéu hanh
Windows, véi tinh ndng nay chung ta c6 thé ma hoa moi dir li¢u trong 6 cing hay
thiét bi nhd nhu USB,.... Moi dit liéu ctia ban s€ dugc bao vé mot cach an toan bang
mat khau va ma hoa theo chuan riéng.

M3 héa 6 dia hé thong (6 cai Win) bang BitLocker:

Budc 1: Chudt phai 1én 6 C (6 cai Win) va chon “Turn on Bitlocker”

=ICA Drive Tools E This PC = ﬂ,i
v iew Manage Open ]
. ® - Open in new window
b | i L™ Zg &
o =l ) - B | & Tum onBittocker
Properties Open Rename  Access Map network Add a network  Open Cont{
media~ drive > location Panel
1 % » ThisPC 'E ¢ )
¢ Favorites 4 Folders (6) B3
B Desktop 1B
8 Downloads E Desktop B ive.rar” and email J.@ Downloads Hm Music
% Recent places .
Picts
Z& OneDrive i fetures
4 Devices and drives (4)
.= Local Disk(CY) New Volume (E:) =Y
=, I | = | \EIE] DVD RW Drive ()
S 412 GB free of 121 GB TEEGETEEoT 297G S 771 6B ree of 263GB S

(o New Valume (E)

€ Network

1224 PM
29/05/2021

< ) [ . §T ENG
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Néu ban gap thong bao 18i nhu hinh duéi tic 1a may tinh ctia ban khong dugc
tich hop chip bao mat TPM nén ban khong thé str dung BitLocker. Con néu khong
gip thong bao nay thi tiép tuc thuc hién Budc 2.

Starting BitLocker

@ This device can't use a Trusted Platform Module. Your administrator must set the "Allow BitLocker
without a compatible TPM" option in the "Require additional authentication at startup” policy for 05
volumes,

What are Bitl ocker's system requirements?

Ban céan kich hoat BitLocker trén mdy tinh khong hd trg TPM nhu sau:

Nhén t6 hop phim Windows + R dé m¢ hop thoai Run sau d6 nhép 1énh
“gpedit.msc” va nhan Enter.

@ Type the name of a program, folder, documnent, or Internet
- resource, and Windows will open it for you,

Open: | FEEEERERS

Cura s6 Local Group Policy Editor hién 1én, cac ban thuc hién theo cac budc
chi tiét nhu sau:
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Computer Configuration > Administrative Templates > Windows
Components > BitLocker Drive Encryption > Operating System Drives

Sau d6 & cira s6 hién tai cac ban kich dup vao dong “Require additional
authentication at startup”.

Local Group Policy Editor ]
File Action View Help ‘

4 || Windows Components ~ = Tt
= - Operating System Drives

ActiveX Installer Service T pe . T}g D" & 4

Add festures to Windows 8.1 ft:::’e additional authenticationat  Setting tate

App Package Deployment iz| Allow netwerk unlock at startup Not configured

App runtime

= Edit Boliiy sittin A Allow Secure Boot for integrity validation Mot com’lgure
_ Application Compatibility Mot

_ AutoPlay Policies Requirements: Require additional authentication at startup (Windows Serve.., Mot configured
_| Biometrics At least Windows Server 2008 R2 Disallow standard users from changing the PIN or password Mot configured

a || BitLocker Drive Encryption e \i5| Enable use of BitLocker authentication requiring preboot ke... Mot configured

| Fixed Data Drives Description: iz Allow enhanced PINs for startup Mot configured
~| Operating System Drives This policy setting allows you te |i2] Configure minimum PIN length for startup Mot configured
“| Removable Data Drives configure whether BitlLocker

(=] Configure use of hardware-based encryption for operating s... Mot configured

£ dditional authenticati
i g'e‘:”t'aﬁ! lise;lsnterface ;E;i:;ie:; thlelggsn::ltere;:al::; Ia?_lﬂd =| Enforce drive encryption type on operating system drives Not configured
g Ueskiop baoy whether you are using BitLocker |i£| Configure use of passwords for operating system drives Mot configured

Desktop Window Manager

2 Devi A Driver C i with or without a Truste.d Plﬁtf?fm =| Choose how BitLocker-protected operating system drives ca.. Mot configured
= DEVIt(T En " ek ompeibilty E:dull\igrv:hmé],:.-r:‘us f;l:i:ettmg Configure TPM platform validation profile for BIOS-based fi.. Mot configured
- E;ggl:m T Bitlfozkar. i =] Configure TPM platform validation profile (Windows Vista, .. Not configured

Configure TPM platform validation profile for native UEF fir.. Mot configured
Reset platform validation data after BitLocker recovery Mot configured

_| Event Forwarding
_| Event Log Service

Note: Only one of the additional
authentication options can be

| Event Viewer required at startup, otherwise a v (2| Use enhanced Boot Configuration Data validation profile Net configured
_ Family Safety " policy error occurs. < S
: > |\ Btended {Standarc /

I'I? setting(s)

Trong ctra s6 méi ban tich chon Enabled sau d6 xudng phia duéi tich chon
muc “Allow BitLocker without a compatible TPM”. Cudi cung nhan Apply dé luu
cai dat va thoat cura so.

a Require additional authentication at startup - =

E’ Require additional authentication at startup R Next Setting

() Not Configured ~ COMMENt:

(® Enabled
(7 Disabled
Supported ot | at jeact Windows Server 2008 R2 or Windows 7

Options: Help:

Allow BitLocker without a compatible TPM # | | This policy setting allows you to configure whether Bitl ocker Lacl|
[¥] irequires a password or a startup key on a requires additional auth_enti(._atiun each time the computer starts

USE flash drive) and whether you are using EltLo(_ker w\th or_w\tho_ut a Trusted

Platform Module (TPM). This policy setting is applied when you
Settings for computers with a TPM: turn on BitLacker.
Configure TPM startup: Mote: Only one of the additicnal authentication options can be
't required at startup, otherwise a policy error occurs.

| Allow TPM v

If you want to use BitLocker on a computer without a TPM,

Canfiguss TR SadugPib select the "Allow BitLocker without a compatible TPM" check

Allow startup PIN with TPM G box. In this mode either a password or a USE drive is required for
B start-up. When using a startup key, the key information used to
Configure TPM startup key: encrypt the drive is stored on the USE drive, creating a USE key.
When the USB key is inserted the access to the drive is
Allow startup key with TPM v authenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgotten the password then you will
Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the
drive.
Allow startup key and PIN with TPM B
|l ¢ » On a computer with a compatible TPM, four types of N
‘ oK ‘ Cancel Apply
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Budc 2: Nhan chon “Enter a password”

Choose how to unlock your drive at startup
@) Some settings are managed by your system administrator,

To help keep your data more secure, you can have BitLocker prempt you to enter a password orinsert a
USE flash drive each time you start your PC. '

= Insert a USE flash drive

< Enter a password

Create a password to unlock this drive

You should create a strong password that uses uppercase and lowercase letters, numbers, symbaols, and
spaces

Enter your password
I

Reenter your password

Tips for creating a strong password.

21|NCSC



TAI LIEU HUONG DAN N CS C \K

National Cyber Security Center
Budc 4: tai day ching ta sé tién hanh tao mot file backup mat khau dé c6 thé
khoi phuc mat khau BitLocker trong truong hop ban bi quén mat khau. C6 nhiéu
phuong phéap dé luu file Backup, ban c6 thé luu vao tai khoan Microsoft, luu vao
USB, luu thanh file txt,...

O day, chon luu Save to a file.

How do you want to back up your recovery key?

o Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

—» Save to your Microsoft account
- Save to a USB flash drive

— Save to a file

— Print the recover

How: can | find ry recovery key later?

Mext Cancel

Cua sb duyét file hién Ién, ban chon noi luu trir file backup va nhan Save, luu
¥ 12 ban khong thé luu vao 6 ma ban dang ma hoa. Vi du néu ban mi hoa 6 C thi phai
luru file backup vao 6 D hodc USB.

Tr& vé ctra s trude, ban nhan Next dé tiép tuc.

Budce 5: Ban ¢6 2 Iva chon ma hoa

Encrypt used disk space only (chi ma héa dit li¢u da stir dung)

mi héa toan b 6 cimg.

Néu may til:lh ban con moi Vé} chua co6 dir liéu gi thi c6 thé chon Encrypt used
disk space only d€ ma hoa nhanh néu khong thi c6 thé chon ma hoa toan bd 6 cung.
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Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

(@) Encrypt used disk space only (faster and best for new PCz and drives)
() Encrypt entire drive (slower but best for PCs and drives already in use)

Budc 6: Néu ban dung windows 10 tir version 1511 tr¢ 1€n s& c6 thém lua
chon nay, day la mot kiéu ma hoa mai tot hon nhung chi c6 trén windows 10 version
1511 tré di. Tuy nhién néu ban chon kiéu ma hoa nay thi nhimg may tinh st dung hé
diéu hanh cii s& khéng giai ma dugc néu ban copy dit lidu sang.

Vi vay néu ban mudn chon kiéu ma hoa méi thi chon New encryption mode,
néu khong thi chon Compatible mode sau d6 nhan Next.

Choose which encryption mode to use

Windows 10 (Version 1511) intreduces a new disk encryption mode (£T5-AES), This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this iz a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is afi e or if this drive will enly be used on devices running at least Windows 10 (Mersion 1511)
or later, Id choose the new encryption mode

® Mew encryption mode (best for fixed drives on this device)

() Compatible mode (best for drives that can be moved from this device)

Budc 7: chon Continue dé tiép tuc.
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Thong bao yéu cau khoi dong lai may tinh, ban hiy nhan Restart now dé khoi dong
lai ngay.

f.--.%’ The computer must be restarted
¥

| Restart later

Trong qua trinh khoi dong may tinh, ban phai nhap mat khau da tao & Budc 3.

Khéi khoi dong vao Windows ban s& thiy trén 6 C ¢ biéu twong 6 khoa tic 13 d
dugc ma hoa bang BitLocker.

Yideos

rhve

~ Devices and drives (21

c o . Local Disk (C) Data (D:)
- ; LD :
prk Ty 72,8 GB free of 110 GB y 137 GB free of 237 GB

M3 hoa dit lidu trén 6 dia khong phai 1a 6 hé théng ciing twong tu nhung
chung ta ma hoa 6 chtra h¢ di€u hanh ¢ trén.

Sao luu du phong dir li€u

Bao vé dir liéu quan trong bang cach sao luu ching vao 6 climg ngoai hodc hé
thong luu trir trén ha ting ddm mAy. Trudng hop thiét bi ctia ban bi nhiém phan mém
doc hai hodc bi truy cdp boi hacker, dit liéu cia ban c6 thé bi hong, bi x6a hodc ma
hoa doi tién chudc ransomware.

Tuy nhién, dé viéc sao luu, phuc hdi dir liéu hiéu qua cin luu y mot sé noi
dung sau:

- Pam bao thiét bj di dong, 6 clng ngoai str dung dé sao luu dir liéu tach biét
voi thiét b1 dang sir dung (Khong két ndi lién tuc qua day cable vat Iy hoac mang cuc
bo)
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- Dich vu luu trit ddm may rat hiru ich dé luu trit mét ban sao dir li€u cua minh
0 noi khac qua internet.

1.1.7. Mot s6 hwéng dén thiét 1ap mat khau an toan danh cho nguoi
dung

Nhitng quy tic co ban dé thiét 1ap mat khau an toan sé& gitip ngudi dung chi
dong tao ra cac phuong an bao v¢ co ban, co gia tri thiét thuc trong viéc st dung cac
tmg dyung, dich vu c6 xac thuc qua mat khau. Cac nguyén tic ndy bao gom:

Thay doi tat ca mat khau mic dinh

v’ Thay ddi tat ca mat khau mic dinh trude khi st dung hay van hanh trng
dung, thiét bi nao do.

v’ Thyc hién kiém tra thuong xuyén céc thiét bi va phan mém hé thong dé
tim cac mat khau mic dinh chua thay doi.

v' Ul tién cac ung dung, thiét bi co sé ha tAng quan trong.

Po6i phé véi tinh trang qua tii mat khau

v' St dung mot bd céng cu dé quan ly mat khau chuyén dung (nhu
Lastpass).

v Chi str dung mat khau khi thuc su can thiét, nhu cac mat khau quan
trong

v' Khong chia sé mat khau.

Tao mat khiu khoé doan, phirc tap

v' Tranh viéc chon mat khau qua ngén, don gian, dé doan va nhitng mat
khau phd bién nhat di dugc dua vao cac danh sach den (blacklist). Mat
khau khé doan (Mat khau can bao gdm: t6i thiéu 8 ky tu, c6 chir hoa,
chir thuong trong bang chir cai, sO va cac ky tu dac biét).

v' Khong nén sir dung cing mat khau trong cong viéc va ung dung, thiét
bi ca nhan.

v’ C6 @6 dai tdi thiéu 8 ky ty va phi hop véi tinh chat bi mat cua timg loai
tai khoan khac nhau

1.1.8. St dung thu dién tir thin trong

Mai ddc co thé 1ay nhidm vao may tinh ngudi dung thong qua cac tép tin dinh
kem thu dién tir. Cac tép tin ddc hai nay thuong dugce dinh kém trong thu dién tir tur
dia chi la hoac gia mao hom thu ciia mot co quan td chirc.
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Do do, nguoi st dung khong nén mé cac tép tin dinh kém thu dién tr nhan
duoc tr mot ngudi la hodc mdt nguoi ¢o dia chi thu dién tir giong voi nhitng nguoi
ma minh quen biét, ma khong rd 1y do nhan duoc thu.

Ngoai ra, chiing ta c6 thé str dung chuong trinh phong chéng ma doc dé do
quét tép tin dinh kém trudc mo.

1.1.9. Sir dung USB, thiét bi lwu trir di dong can trong

Phén 16n, ngudi dung déu da hodc dang so hitu thiét bi USB dé luu trit dir lidu
phuc vu cho viéc hoc tap, lam viéc cua ban than. Cac thiét bi luu trir hoan toan c6
thé bi nhiém virus va ransomware (vO tinh hodc co y) va st dung vo1 muc dich XAu,
gay thiét hai cho ngudi sir dung chiing. Tham chi con c6 nhimg phin mém doc hai
duoc thiét ké danh riéng cho USB, bién chiéc USB thanh cong cu lay nhiém ma doc
trung gian trén may tinh, qua d6 danh cap thong tin dang nhap va dit liéu nhay cam.

Mot s6 luu ¥ dé bao vé may tinh, dir liéu ctia nguoi dung khoi USB, thiét bi
luu trir doc hai bao gém:

v' Khong cdm USB chua x4c dinh ngudn gdc vao cic may tinh quan trong.
Panh vao tdm 1y to mo cla con ngudi ciing 13 mot k§ thuat tin cong phd
bién cua tin tic. Piéu ndy dic biét hay xay ra trong trudng hop ban nhit dugc
USB roi ¢ dau do.

v' Khong st dung chung mot 6 USB cho may tinh ca gia dinh va co quan. Piéu
nay c6 thé 1am giam nguy co 1ay nhiém chéo gitta cac may tinh.

v Ludn bt c4c tinh nang bao mat nhu xac thuc mat khau, van tay (néu c6) dbi
v6i két ndi USB. Piéu nay sé& gitip bao vé thiét bi khoi hoat dong truy cap
vat 1y cua hacker.

v Ludn cdp nhat phan mém trén may tinh cua ban 1én phién ban méi nhat dé
duoc bao vé tdi da trudc cac loai ma doc, 15 héng bao mat da biét.

v' Luén dung giai phap phong chéng phin mém doc hai nhu Anti-Virus,
Endpoint Security dé ra quét, tim va loai bo cac ma doc trén cac thiét bi luu
trr di dong trude khi str dung.

1.2. Phong chong thw dién tir lira ddo, gia mao (Phishing)

Tén cong ltra ddo 1a mot dang tAn cong phé bién, tAn cong tryc dién vao sy thiéu
hiéu biét ctia nguoi dung. Ké tin cong sir dung cac manh khoe 16i kéo nhing ngudi
khac tiét 16 thong tin ma cé thé duoc st dung dé danh cép dir li€u, truy cap vao h¢
théng, truy cap vao dién thoai di dong, tién bac, hodc thim chi thong tin riéng cua
ban. Cac tan cong nhu vay co thé rat don gian hodc rat phurc tap tuy vao muc ti€u,
d6i twong tan cong.
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Mot s6 cach phat hién thw dién tir lira ddo d6i véi nguoi dung
Khéng nén tin twéng tén hién thi trong mail

Mot chién thuat lira dao yéu thich cua céc tin tdc 1a gid mao tén hién thi ciia mot
thu dién tor dé danh ltra nguoi nhan. Céc tén hién thi hay dugc gid mao nhu tén cua
cac Cong ty, to churc, hang 16n; Nguo1 quen cua ban; Nguoi nodi tiéng ...

Can nhdc ky luéng khi bam vao lién két trong thw dién tir

Can trong khi bAm vao bat ct lién két duoc guri trong ndi dung thu dién tir. Lién
két d6 co thé dan ban téi mot website ltra ddo gia mao, quang cao hay mot website
doc hai ma hacker dung 1én dé tan cong.

Bo qua cac thu dién tw yéu cau cung cdp thong tin ca nhan

Mot t6 chie, cong ty, ngan hang,...s& khong yéu cau ngudi st dung cung cap
thong tin ca nhan vo 1y qua Internet. Do vdy ban hoan toan ¢ thé bo qua ching khi
nhan duogc cac thu dién tir voi ndi dung d6. Va tham chi han ché tdi da, cAn nhic can
than khi cung cip thong tin ca nhan cho bat ky t6 chirc nao.

Cdn trong voi cac thu dién tir co tiéu dé “Hap dan — Nhay cam — Khan cdp”

Panh vao tdm 1y cta ngudi dung, hacker thudng xuyén st dung céc tiéu dé
email ¢ tinh Hap din — Nhay cam - Khan cap trong thu dién tir d¢é lira ngudi dung.
Mot sb tiéu dé thu dién t&r ma chic chin 1a Iira dao hodc c6 ma doc nhu: “Cap nhat
bang luong cong ty Quy 2/2019” ; “Céanh bao: Tai khoan cua ban bi dinh chi” ...

Cén thdn, can nhdc khi tai vé cdc File dinh kém trong thu dién tu

T4n cong bang viéc cai mi doc, virus trong céc file dinh kém trong thu dién tr
1a phuong thirc tn cong phd bién va hiéu qua nhat hién nay. Khong nén tai va mo
chay file ngay khi nhan dugc thu dién tur ¢ file dinh kém. Chu y téi dinh dang file
va tao thoi quen quét virus voi céc file dinh kem trude khi mé chiing, dac biét 1a cac
tap tin dinh kém c6 dit mat khau giri kém theo nham qua mat cac giai phap bao vé &
16p mang.

Nhdn dién cac thu dién tw spam —thu dién tur qudang cao

Nguoi dung can canh giac khi nhan cac thu dién tir spam, thu dién tir quang céo
tu Internet. Trong cac thu dién tr nay thuong di kém véi nhi€u rui ro mat an toan
thong tin ma chung ta khong mong mudn nhu: ltra ddo, ma doc, gay anh hudéng toi
cong viéc khi nhén qué nhiéu...

Can trong voi cdc tin nhan rac
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Ciing twong ty nhu thu dién tir spam thi cdc tin nhin rac (sms spam) cling gy
cho nguoi dung rat nhiéu phién toai. Bén canh d6 ngdy nay cac tin nhin rac thuong
xuyén duge st dung nhu mot phuong thire dé lira ddo nguoi ding nhu: Ban tring
thuong mot xe SH....Nhin tin, goi to1 1800X XXX, 1900X XXX, 1900XXXXXX,
6XXX, 7XXX, 8XXX, 9XXX,... Truy cédp vao duong link, trang web.

1.3. Sir dung mang riéng a0 (VPN)

Dé kiém soat va bao vé cac két ndi truy cap vao hé théng, cac co quan, td chire
¢6 thé lya chon phuong 4n ma hoa tat ca luu lugng truy cdp mang vo1 mot mang
riéng két nbi ao (VPN - Virtual Private Network). Cac két ndi VPN str dung mot loat
cac giao thirc dé thuc hién mot két ndi an toan giita diém két ndi vao hé thong. VPN
c6 thé str dung dé két nbi tir mot mang khong an toan (nhu két ndi khong day trong
mdt khach san, quan cafe hay tai nha ciia nhan vién) dén cac ngudn tai nguyén noi
b trong hé théng ctia co quan, to chc.

Tai sao nén str dung VPN?

VPN 13 céac két ndi mang dugc ma hoa. Piéu ndy cho phép nguoi dung tir xa
truy cap an toan tir xa vao cac dich vu cua td chire. VPN 1a mdt cach dé dam bao tinh
bao mat cho “dir lidu truyén qua” trén mot mang khong tin cdy, nhung chung ciing
cung cép mot sd 1oi ich khac. Vi du: Mot to chice ¢6 van phong & nhiéu dia diém cé
thé str dung VPN dé cung cp cho ngudi ding tir xa quyén truy cip vao céac dich vu
tép va thu dién tir cia cong ty.

Huéng dan tao cdu hinh VPN trén Windows 10:

Buéc 1: Nhan nut Start trén giao dién roi chon tiép vao muc Setting

3D Builder

8GadgetPack

Access 2016

L2 Type here to search
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Buéc 2: Trong giao dién Windows Setting nhdn chon viao muc

Netwwork&Internet.
Windows Settings
= @_ Z
o
Devices Network & Internet Personalization
htions Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, lock scree
colors

Budce 3: Chuyén sang giao dién maéi. Tai danh sach bén trai giao dién nhan vao

muc VPN.
7S i
I @ Status Ethernet 2
N You're connected to the Interng
& WiH if you have a limited data plan, you ¢4
metered connection or change other
¥ Ethernet
Change connection properties
o ial-
= Diakup Show available networks
% VPN y
_ Change your network setting
g~ Airplane mode
@ Change adapter options
) fiew network adapters and change ¢
€7 Mobile hotspot
Sharing options
B  Nata ucans % = : 9 p ; T

Budc 4: Sau d6 nhin sang ndi dung bén phai s& thiy mot sé6 muc thiét 1ap dé

tao VPN, chon Add a VPN connection.
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VPN

o VPN

4 Adda VPN connection _

Advanced Options

Allow VPN over metered networks

@ on

Allow VPN while roaming

Buéc 5: Xuat hién giao dién Add a VPN connection, dién mot sb thong tin
gom:

< Settings 2= O X

Add a VPN connection

VPN type

Type of sign-in info

User name (optional)

Password (optional)

e VPN provider: nhan chon Windows (built-in).
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Connection name: chon tén két ndi ban mudn.

Server name or address: nhdp tén may chu hoac dia chi IP cua may chu do.
VPN Type: chon Point to Point Tunneling Protocol (PPTP) hodc L2TP/IPsec
with pre-shared key.

Type of sign-in info: chon Username and password.

User name: tén nguodi dung.

Password: mat khau.

Buéc 6: Nhan Save dé luu lai.

Huéng dan két ndi véi VPN trén Windows 10

- Quay tré lai giao dién VPN trén Setting ban sé nhin théy mang VPN duoc tao mai.
bé két né1 voi mang nay chi can click chon rd1 nhan tiép vao Connect.

VPN

Add a VPN connection
+

Connect Advanced options Remove

Advanced Options

31|NCSC



TAI LIEU HUONG DAN N CS C x

National Cyber Security Center

CHUYEN DE 2: HQC TRUC TUYEN AN TOAN

Trong mua dich Covid, viéc hoc tlr xa bang cac thiét b dién tr tai nha s& 1a
giai phap thay thé t6i wu cho viéc hoc tap trung & truong ddi véi hoce sinh, sinh vién
va gido vién. Hién nay, su phat trién ctia cong nghé di cho ra doi nhiéu phan mém,
hinh thirc hoc truc tuyén nhu Zoom, Microsoft Teams, Skype, Google Meeting,
Google Class,... Viéc nha truong, cac co s giao duc dao tao phd bién hudng dan st
dung cac phan mém hoc truc tuyén trong mua dich 1 diéu can thiét, vi tai thoi diém
khiing hoang nhu thé nay, hacker dé loi dung xam nhap vao khéng gian mang, cac
phan mém hoc tryc tuyén dé danh cap thong tin ca nhan, phat tin ma doc giy anh
hudng dén ngudi dung va qua trinh hoc tap. Nha truong, gido vién can huéng dan
hoc sinh, sinh vién cac chirc nang, cach truy cap cu thé trén cac ph?m mém hoc truc
tuyén dé tranh xay ra sai sot lién quan dén van dé bao mat thong tin va an toan thong
tin trong qua trinh giang day.

Ngoai nhimg huéng dan cua nha truong, to chuc, dudi day 1a mot 50 huéng
dan cia NCSC d¢é thiét 1ap tinh nang bao mat trong trng dung hoc truc tuyén pho bién
hién nay:

2.1. Phin mém Zoom

Z00m

2.1.1. Pit mat khau cho 16p hoc
Tinh nang mat khau cho 16p hoc giip bao mat thong tin. Han ché viéc truy
cap mao danh hoic truy cap tir cac d6i tuong khong can thiét.
Mat khau Zoom giup don gian va thudn tién hon trong céng viéc quan 1y

cac lop hoc va budi hop tryc tuyén ma ban 14 ngudi chu tri.
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Cac budc thue hién:

Budc 1: Tai giao dién chinh cia phan mém, bam chon vao thé “Meetings”.

Budc 3: Mic dinh, Zoom s¢€ tuy dong dat mat khau cho ID cta ban. Néu mudn thay
do61 mat khau, hay tich chon va nhap mat khau muon cai dat.

Budc 4: Nhan Iuu lai va cung cap ID va mat khau 16p hoc cho ngudi tham gia dé
truy cap 16p hoc.
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Personal Meeting ID Settings

Personal Meeting ID

Password

Require mesting password

Video
Host © On Off Participants: © On Off
Audio
Telephone Computer Audio o Telephone and Computer Audio

from United States  Edit

2.1.2. Xac thuc nguoi tham gia
Budc 1: Bang nhap vao cong web Zoom.

Budc 2: Trong bang diéu hudng, nhap vao Settings.
Budc 3: Trong phan Security, xac minh “Only authenticated users can join meetings”

Neéu cai dat bi tat, hady nhap vao nut chuyén doi dé bat. Néu hop thoai xac
minh hién thi, chon Turn on d€ xac minh sy thay doi.
Luwu y: Néu cac tuy chon chuyén sang mau xam, né da bi khoa & cap nhom hoac cap
tai khoan. Ban can lién h¢ vdi quan tri vién Zoom.

Néu chua dang nhdp vao Zoom, sé hién thi:

This meeting is for authorized attendees only

Click "Sign In to Join" to sign into Zoom with an email address
authorized for joining this meeting

Sign In to Join

Néu ding nhdp email khéng hop 1é:
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This meeting is for authorized attendees only

Click "Switch Account to Join" to sign into Zoom with an email
address authorized for joining this meeting

Switch Account ta Jain Leave

2.1.3. Khoa cudc hop
Khi phién di bat dau, hiy chuyén dén tab "Manage Participants”, chon
"More" va chon "Lock” cudc hop clia ban ngay sau khi tt ca moi ngudi tham gia da
vao. Piéu nay s& ngin nhitng nguoi khac tham gia ké ca khi thong tin ID cudc hop
hodc thong tin truy cap bi ro ri.

Lock Meeting
Enable Waiting Room

Allow participants to:
Share Screen
v Chat
v Rename Themselves

& . ~ % a?! ~ @ cc == ®

Mute Start Video Security Participants at Share Screen Record Closed Caption Breakout Rooms Reactions

2.1.4. Tit chia sé man hinh ciia ngudi tham gia
Pé ngan nguoi tham gia chia sé man hinh trong khi goi, bang cach st dung
cac diéu khién may chu luu trit ¢ dudi cung, nhdp vao miii tén bén canh “Share
Screen” r0i chuyén dén “Advanced Sharing Options”. Trong phan "Who can share?"
chon “Only Host ” va dong ctra so.

v/ One participant can share at a time

Multiple participants can share simultaneously

Advanced Sharing Options...

- © ¢

Share Screen Record Reactions
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3 Advanced Sharing Opticns.

How many participants can share at the same time?
© One participant can share at a time

Multiple participants can share simultaneously (dual monitors recommended)

Who can share?

Only Hos} © Al Participants.

Who can start sharing when someone else is sharing?

o Only Host (_) All Participants

2.1.5. Sir dung ID ngiu nhién

Nguoi dung khong nén st dung ID cudc hop ¢4 nhan cia minh, vi didu nay co
thé tao diéu kién cho nhiing ké tin cong lam gian doan cac phién hop truc tuyén.
Thay vao do, hdy chon mot ID duge tao ngau nhién cho cac cudc hop. Ngoai ra,
khong nén chia sé cong khai ID c4 nhan ctia minh.

2.1.6. Str dung phong cho

Tinh ning Phong chd (Waiting Room) 13 mét cach dé loc nhimg ngudi tham
gia trude khi ho duoc phép tham gia cudc hop. Piéu nay ciing cho phép chil cude
hop kiém soat tot hon bao mat trong phién hop.

Give us just a moment!

University Happy Hour

2.1.7. Tranh chia sé tép tin

Cén than véi tinh nang chia sé t€p cua cac cudc hop, dac biét néu nguoi dung
khong xac dinh dang giri mdt tép tin hoac lién két qua do, nhitng thir nay c6 thé chura
virus. Thay do, hdy chia sé tai liéu thong qua céac dich vu dang tin cdy nhu Box hodc
Google Drive.

2.1.8. Loai b6 nhirng nguoi tham gia khong can thiét
Neéu nhan thay ai d6 dang lam gian doan cudc hop, ngudi dung c6 thé kick ho
trong tab "Participants". Di chudt qua tén, chon "More" va x0a ching.
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Fnd a participant

E Ed Huffman (Host, me)

QO 0 © o ¢
Unimite Al More

Mute AN

Zoom Group Chat

Stop Video

Make Host

Assign to ty

Rengame

Spotlight Video

Make Co-Host

National Cyber Security Center

Nguoi ding ciing co thé dam bao ho khong thé tham gia lai bang cach tat
"Allow Removed Participants to Rejoin" trong tab "Settings: Meetings — Basic”.

Schedule Meeting

In Meeting (Basic) Nonverbal feedback

Participantsin a

clicking on'icons in

In Meeting (Advanced)
Email MNotification

Other

Allow user to join different meetin

gs at the same time o

ck and express opinions by

Join different meetings simultaneously on desktop

n one desktop device (i

»

Allow removed participants to rejoin

Allows previously remove

d meeting participants and we

binar panelists to rejoin {7

Allow participants to rename themselves

Allow meeting participants

and webinar panelists to rename themselves. [z

2.1.9. Kiém tra cac ban cip nhat

Khi cac van dé bao mat xuit hién va cac ban va phén mém duoc trién khai
hoic cac chic ning khong an toan s& dugc xtr Iy. Ngudi dung nén dam bao rang
minh dang ding ban phan mém mai nhat. Dé kiém tra, hiy mo tmg dung danh cho
may tinh dé ban, chon profile ¢ trén cting bén phai va chon "Check for updates".
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© zoon

C]

Meetings

New Meeting ~

rharh
19

Schedule

Share screen ~

Q Search o
Availe

Can Tho University LICENSED— |
luutd@ctu.eduvn

@

Contacts

@ | Add a Personal Note

@ Settings

® Available
© Away
© Do not disturb >

My Profile
Try Top Features
No upcoming
Help. 3

Check for Updates

Switch to Portrait View
Switch Account

Sign Out

NCSCX

National Cyber Security Center

Néu phién ban 13 méi nhét chiing ta s& nhan duoc thong tin “You are up to date”

) Zoom Update

You are up to date

X

You are on the latest version 4.6.9 (19253.0401). Release notes

Close

Néu phién ban chua phai 1a mgi nhét, nguoi ding s& nhan duoc thong tin "Update
Available!", nhan vao "Update' dé cap nhat ban mai nhat.

= Zoom Update X

Update Available!

S

Release notes of 4.6.19253.0401:
-Fixed the UNC link issue.

Release notes of 4.6.19178.0323:
New and enhanced features

-Security enhancements
Resolved Issues
-Minor Bug Fixes

Release notes of 4.6.18176.0301:
Meeting/webinar features
-Mute original audio with language interpretation

New version 4.6.19253.0401 is available. You have 4.6.7 (18176.0301

-View a customizable disclaimer for recording and remote control
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2.2. Phan mém Microsoft Teams

2.2.1. Kiém soat khach moi va nguoi dung 4n danh trong nhém

Khach moi (Guest User) 13 ngudi ngoai to chirc ma duoc giri 10 moi thong
qua email. Sau khi tré thanh thanh vién trong cudc hop, khach moi s& co quyén duoc
go1, nhén tin, hop va chia sé cac tap tin.

Mit khac, ngudi ding an danh (Anonymous users) s& khong c6 théng tin chi
tiét vé ban than va khong co thong tin dang nhap ndo duogc luu trir trong Azure AD.
Vay nén néu mudn han ché ngudi ding an danh tham gia cudc hop, c6 thé tat chic
nang “Anonymous users can join a meeting” tir Trung tdm quan tri ciia Teams.

Microsoft Teams admin center

) Dashboard

Meeting settings

Meeting settings are used to control whether anonymous people can join Teams meetings, what is included in the meeting
invitations, and if you want, you can enabie Quality of Service (QoS) and set the ports for real-time traffic. These settings are

S Teams

Devices used for all Teams meetings that peaple schedule in your organization. Learmn more
Locations
& S Participants
Meetings ~ Anonymous users can join 2 meeting @0 o
Meeting policies
--------- e Email invitation

2.2.2. Sir dung cac ID va link khach nhau cho tirng phan
Dé bao vé cudc hop trén Teams, nguoi dung nén dam bdo rang moi phan trong
cudc hop s€ dugc tao mdt meeting ri€ng voi ID riéng.

Audio Conferencing &7 Edit

Audio canferencing

Oon

Send conference info in email

Conference 1D

2534815

Reset conference ID

PIN

Reset PIN
Default conferencing tell phone number

Invites from this user can include toll-free number

Off

Dial-out permissions

Don't allow dial-out

2.2.3. Thiét lap cai dit ddi voi nguwoi dung trong cude hop
C6 mdt vai chiic nang cudc hop trén Microsoft Teams. biéu nay phu thudc
vao nguoi t6 churc cudc hop, c6 thé chon hodc dé ho thoat khoi sanh cho (muc Lobby
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trong Ms Teams) va d¢€ ho cho cho dén khi c6 ngudi cho phép ho tham gia vao cudc
hop.

Trén MS Teams con ¢6 chirc niang cho Caller, ngudi dung c6 thé dé ho tu dong
r01 khoi sanh Lobby va nhan thong bao khi ma ho tham gia hoac roi cudc hop.

Bdi véi chire nang Present, nguoi dung c6 thé cho phép tat ca moi nguoi hodc
lya chon tirng d6i tugng tham gia vao cudc hop.

&

Web - New Application Launch

[i] Movember 10, 2620, 10:00 AM- 11:00 AM

% Expert Advice

Meeting options

Who can bypass the lobby? Peppleinmy oraa
Always let callers bypass the labby
Announce when callers join or leave (}

Whe can present?
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CHUYEN PE 3: LIEN LAC, KET NOI AN TOAN
Trong khi tit ca chiing ta phai ¢ nha do céc dot dich bung phat, nhiéu nguoi
van can gitr lién lac v6i ban bé va gia dinh bang cac ung dung trd chuyén nhom,
video call. Pay 1a mot su két ndi vui vé, nhung d6i khi diéu d6 ciing mang lai nhiéu
rii ro trong viéc dam bao an toan théng tin ma ching ta khong dé ¥ hodc co canh
giac cao d9. Vi vy, Trung tim Gidm sat an toan khong gian mang qudc gia (NCSC)
khuyén nghi mot s6 hudng dan dé giit an toan sau day.

3.1. An toan khi sir dung cic phin mém video conference (Zoom,
Microsoft Team,...)

Dich Covid dem lai thach thirc 16n cho toan bg xa hoi. Mot trong nhitng thir
thach d6 13 1am sao gitip moi ngudi lam viée tir xa va két ndi voi nhau mot cach hidu
qua. Céc cong cu gitp lién lac va hop video call dang ndi 1én tré thanh phuong thirc
quan trong trong viéc gitip van hanh gitta ngudi dung, cac té chirc va doanh nghiép.
Tuy nhién, ciing voi d6, ddy 1én mot s6 nghi ngai vé tinh bao mat va dam bao tinh
riéng tu trong thong tin lién lac dua trén nén tang video call. Dudi day 13 mot sb
phuong phap dé dam bao an toan va bao mat khi sir dung cac phan mém video
conference:

Can thén khi chia sé ID cudc hop: Mic du ban ¢ thé mudn cang nhiéu nguoi
tham gia cang tdt cho cudc hop hoac su kién truc tiép cua minh, viéc hién thi ID cudc
hop trén phuong tién truyén théng xa hoi, trang web hodc cac dién dang cong khai
khac c6 thé thu hut nhitng ngudi tham gia c6 muc dich x4u.

Nam ro thong tin chinh sach bao mat dir liéu cia nha cung cap wrng dung
ma ban st dung: vi c6 nhitng nha cung cap chia s¢ mgt s6 muc do dit licu voi cac
bén thir ba.

Theo ddi va kiém tra nhirng ngwoi tham gia cudc hop: Ngudi t6 chic cude
hop c6 kha ning theo doi nhitng ai tham gia cudc hop theo nhiéu cach khac nhau, tuy
thudc vao hé théng dang sir dung. Hau hét cho phép nguoi t chirc dit canh bdo am
thanh dé théng bao khi nhitng ngudi tham gia mdi tham gia. Nguoi chi tri cling nén
xem danh sach thanh vién dé xac minh nhiing ai tham gia. Néu nhiing cai tén khong
dugc cong nhan hodc 4n danh ¢ trong danh sach, ngudi chi tri nén yéu cau ho xac
nhan danh tinh ctia minh bang giong n6i hoic trd chuyén.

Lam chii cdc tinh ning diéu khién cudc hop: Dé ngin chin nhing ngudi
tham gia khong mong muodn, hdy dam bao h¢ thong ban dang st dung cho phép may
chu loai mgt nguoi tham gia va ngan ho tham gia lai. Mot s6 hé thong cling cho phép
ban khoa cudc hop khi tat ca cac ¢4 nhan dugc yéu cau déu co6 mat.
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Hau hét cac hé théng cho phép mdy chu tit Am thanh va video call ctia mot s6
hoic tat ca nguoi tham gia va dat cudc hop & ché do chi danh cho may chi. Piéu nay
giap gitr cho nh('zm tp trung va ngan chin su gian doan, ké ca tir nhitng vi khach
khong mong muon.

Hay luu ¥ rang mot s6 nén tang cho phép truyén tép co thé 1a duong dan cho
viéc chia sé phﬁn mém doc hai. {t nhét, hay dam bao réng nguoi td chirc cude hop c6
thé tat tinh ning truyén tép dé ngan phin mém doc hai duoc chia sé.

Str dung cac tinh niang pﬁng cao trong cudc hop true tiép cho cic cudc hop
va su kién lén: Khi cong ty can t6 chuc cac cude hop hodc su kién 16n véi hon 25
nguoi, nén dau trr vao hé thong c6 kha ning va tinh nang bao mat phu hop.

Nang cao nhan thirc bio dim an toan thong tin co ban: Néu ban nhan duoc
mot lién két qua en}ail hodc cac kénh xa hoi dé tham gia video conference, ,héy lién
hé vo1 nguoi gl d€ xac nhan tinh hop phap ctia nd. Khong mé cac lién két va tép
di‘nh kém trong email tir nhimg ngudi giri khéng xac dinh. Mot s6 cach nhan biét ban
dau l1a duong dan cé 161 chinh ta.

Mot sé hudng dan thiét 1ap bao mat ning cao trong cic phan mém video
conference pho bién Zoom va Microsoft Team c6 tai chuyén dé 2 trong tai liéu nay.

3.2. An toan khi két noi video call, chat qua cac ing dung truc tuyén (Zalo,
Facebook, Viber, Skype,...)

> Chi chip nhan cac yéu ciu trd chuyén tir nhitng ngudi ban biét

> Giit thong tin ca nhan ctia ban & ché d6 riéng tu. Chon cai dat riéng tu trén tat
ca cac ung dung tro chuyén va chi chia sé ndi dung ca nhan v6i nhitng nguoi
ban biét.

> Hay can than véi nhiing gi ban trd chuyén. Khong chia sé ndi dung ca nhan
nhu sd dién thoai, noi ban di hoc/lam hodc noi ban séng.

» Hay thuc su can than véi bat ky anh hodc video nao ban chia sé, dac biét néu
chung khién ban x4u hé. Néu ban khong muén ngudi quen ctia minh nhin thay
no thi dung chia sé

> Néu ai d6 gay ap luc budc ban phai 1am bét ctr diéu gi ban khong mubn 1am
hodc cam thdy khong thoai mai, ban c6 thé néi khong. Hiy dimg cudc tro
chuyén lai va néi chuyén véi ngudi quen ciia ban. Ban s& khong gap ric rdi va
ho s& co thé gitp da.
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> Néu ban thiy video hoic hinh anh trong cudc trd chuyén ctia minh gdy nham
1an hodc dang so, hiy dimg cudc tro chuyén lai va néi chuyén véi nguoi quen
cua ban.

Mot sb hudng dan thiét 1ap bao mat nang cao trong cac ung dung truc tuyén
(Zalo, Facebook) tham khao tai chuyén dé 4 trong tai liéu nay.

Ngoai ra, nguoi ding nén chi ¥ nang cao bao mat bang cach sir dung mat khau
manh (tham khao cac huwéng din tai chuyén dé 1).

3.3. Sir dung an toan mang khong day

Trong nhitng ndm gan day, mang khong day ngay cang tr¢ nén pho bién, gia
thanh thap va dé sir dung. Ngudi diung c6 thé lap dit dé truy cap mang khong day tai
nha hodc sir dung may tinh xach tay, thiét bi di dong thong minh dé truy cap tai nhirng
noi cong cdng nhu quan café, san bay, khach san... Viéc sir dung mang khong day sé&
rat tién g1 va don gidn nhung no cling tiém an rat nhiéu nguy co mat an toan thong
tin.

Néu mang khong diy khong duoc bao vé dung muc thi bat cir mdt mdy tinh
nao c6 ho tro truy cap khong day déu co thé két noi dé truy cap Internet.

3.3.1. Cac nguy co

Bi xam pham dich vu: dung lugng, s6 luong két noi...co thé vuot qué gidi han
ma nha cung cap dich vu cho phép, toéc do co thé rat cham do bi chiém dung bang
thong.

Bi 11 dung: mot ) nguoi co thé loi dung hé théng dé thuc hién nhitng hanh
dong bat hop phap.

Bi theo doi: cac hoat dong trén Internet co thé bi theo doi, nhiing thong tin
nhay cam (mat khau, so thé tin dung co6 thé bi danh cap).

Bi tin cong: cac tép tin trén mAay tinh ¢ thé bi truy cap trai phép, may tinh c6
thé bi cai ddt virus va cac chuong trinh doc hai khac.

3.3.2. Cac phwong phap thiét 1ap mang khong dy an toan

Do chi phi trién khai cac mang khong day nho tai gia dinh, khu vuc nho, nén
cac bién phap bao dam an toan thong tin 1a mot van dé khong dugc luu tim dau tu.
Nguoi dung c6 thé ap dung mot sb bién phap dé giam thiéu ri ro mét an toan thong
tin bao gém:
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- Cap nhat phan mém, firmware cho céac thlet bi truy cap va cac diém truy nhap
v6i phién ban méi nhat do nha san xuét cung cap.

- Kich hoat cac phuong thitc ma héa WEP/WPA/WPA2 theo thir tu uu tién st
dung WPA2, WPA néu thiét bi hd tro.

- Thay ddi tén mang khong day (Service Set Identifier — SSID) mic dinh do
cac nha san xut cai dat sdn. Khong sir dung céc tén goi ¢6 goi ¥ nhu tén duong phd
hay dia chi, cong ty, nha riéng hay ho tén cac thanh vién trong gia dinh, co quan, van
phong. C6 thé Iya chon thém tinh ning “4n” tén mang khong day dé cac thiét bi thu
nhan khong nhin thay cac tén mang.

- Khong kich hoat chirc ning quang ba SSID. Pé thyc hién tinh ning nay, can
dam bao ngudi dung hop phap da luu trit thong tin SSID trén thiét bi.

- Loc dia chi MAC (Media Access Control): Mot vai diém truy cap c6 kha
nang chip nhén cac két ndi chi dbi véi cac dia chi MAC dang tin cdy 1a cac dia chi
duy nhat trén mang (khong trung khdp nhau). Thuc hién didu nay 13 rt kho khin
trong mot mdi trudng véi hon 20 ngudi dung do viée thiét 1ap diém truy cap bang
tay rat mat thoi gian. Tuy nhién, nd c6 thé duoc thiét 1ap mdt cach don gian trong
moi trudng nha ¢ va van phong nho.
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CHUYEN DE 4: GIAI TRI AN TOAN

Trong thoi dai 4.0, Mang xa hoi 1a mot trong céc tién ich dem lai céc trai
nghiém danh cho ngudi dung. Mang xa hoi (Facebook, Zalo,...), cac trang mang mua
ban, giai tri, thanh todn hodc céc trang tin tic xuét hién & moi luc moi noi va trd
thanh thoi quen hang ngay. Cung voi nhiing 1oi ich to 16n, cac de doa tur khong gian
mang ciing hién hitu song song, do vy ngudi dung can hiéu va c6 cac giai phap
nhim dam bao an toan khi tham gia khéng gian mang.

Phan nay dua ra cac hudng dan co ban nhim dam bao an toan thong tin d6i
v6i nguoi ding trong cac hoat dong giai tri truc tuyén.

4.1. Str dung mang xa hoi an toan

Céc trang Mang x4 hoi dang ngay cang phd bién nhu 13 céng cu gian tiép dé
khai thac thong tin vi lugng nguoi dung 16n, lwong thong tin ca nhan dugce dang tai.
Ban chit ctia cac trang mang x3 hoi 13 khuyén khich nguoi ding dang thong tin ca
nhan.

Bao mit va quyén riéng tw lién quan dén cac trang Mang xa hoi vé co ban 1a
van dé hanh vi, khong phai van dé cong nghé. Mot ngudi cang dang nhiéu thong tin,
thi cang c6 nhiéu thong tin tiém 4n nguy co bi xdm pham bai nhitng ké c6 ¥ dd x4u.
Nhimng ngudi cung cép thong tin riéng tu, nhay cam hodc bi mat vé ban than hoac
ngudi khac, du vo tinh hay ¢d ¥, déu c6 nguy co cao bi tdn cong. Thong tin nhu sd
an sinh xa hoi, dia chi duong phé, s6 dién thoai, thong tin tai chinh hoac thong tin
kinh doanh bi mat cia mot ngudi khong nén cung cép truc tuyén. Tuong tu, viéc
dang anh, video hodc t¢p am thanh co thé dan dén vi pham bi mat ctia t6 chirc hodc
vi pham quyén riéng tu ctia mot ca nhan. Pidu quan trong 1a nguoi ding can nhan ra
va xac dinh duoc viéc ding bat ki thong tin gi 1én Mang x4 hoi déng nghia voi viée
c¢6 nhiéu ngudi biét dén, va c6 thé co nhitng tac dong lau dai.

Chia sé thong tin qua mirc:

Khi tao mot tai khoan méi, hau hét cac Mang x3 hoi s& yéu cau thong tin ca
nhan nhu dia chi nha, ngay sinh va s6 dién thoai. Viéc cung cép thong tin nay co thé
nguy hiém va s& dugc cong khai cho bat ky ai truy cap trang hd so ctia ngudi ding,
dic biét néu thiét 1ap cac tuy chon bao mat lién quan dén quyén riéng tu.

Xac minh cai dat tai khoan:
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Ngay ca khi cac thong tin, bai viét cua tai khoan duoc dit & ché do riéng tu;

tai khoan nguoi dung van co nguy co bi tan cong néu ai d6 xam nhép vao tai khoan,

nguoi d6 s& co thé xem va sir dung thong tin. Chia sé nhitng thir don gian nhu mau

sdc yéu thich ctia chi tai khoan co thé khién d6i tuong tin cong thir xem nguoi ay c6

str dung no 1am mat khau trén tai khoan cia minh hay khong. Mdi de doa 16n nhat

ctia viéc chia sé thong tin qua muc 1 danh cdp danh tinh. Panh cip danh tinh khong

phai 13 hiém trong thé gidi ctia mang x3 hoi truc tuyén. Pic biét khi tinh ning an

danh dugc cung cip truc tuyén gitip hacker d& dang khong bi phat hién.

Che diu danh tinh:

Céc trang mang x3 hoi khién ngudi dung rat dé gia mao 1a nguoi khac. Ngay
ca khi mot ¢4 nhan ¢ thé két ban vai ai d6 trén trang web, bat ky ai ciing ¢ thé kiém
soat tai khoan ctia ngudi dung néu ngudi d6 co thé 1y dugc mat khau cia ngudi
ding. Do d6, ai d6 13 "Ban b&" ¢6 thé yéu cdu tién hodc l1dy thong tin c4 nhan c6 thé
duoc st dung dé xam nhap vao cac tai khoan khac. Vi du: ban co thé nhan duoc tin
nhin tir mot ngudi ban, yéu ciu ban cung cip thong tin ngan hang cua ban vi ho
mubn chuyén cho ban mot s6 tién nhan ngdy sinh nhat ctia ban. Ban c6 thé nghi rang
minh dang néi chuyén voéi ngudi than ctia minh, nhung thyc té 14 do hacker da xam
nhdp vao tai khoan cua nguoi than cta ban.

Dich vu dua trén vi tri:

Dich vu dua trén vi tri ¢6 thé 13 mot trong nhimg tinh nang nguy hiém nhét do
cac trang Mang x4 hdi cung cap. N6 tiét 10 vi tri va noi & cta ngudi dung. Dich vu
nay ciing c6 mot tinh ning cho phép ngudi ding gan thé ho véi ai vao bat ky thoi
diém nao. Nhitng ddi twong tan cong c6 thé st dung cong cu nay dé theo ddi hoat
dong vi tri cua nguoi dung.

Dang anh:

Mot trong nhiing tinh ning cia Mang x3 hoi ma nhiéu nguoi sir dung 1 tinh
nang chia sé anh. Internet giup dé dang 1y anh va sir dung anh theo bat ky cach nao.
Gia mao anh 12 mot méi de doa 16m ddi vai nguoi dung khi dang anh truc myén. Viéc
st dung cac cong cu chinh stra anh cho phép moi nguoi thao tac trén hinh anh tryuc
myén theo bat ky cach nao ho chon, cho du né dugc st dung cho muc dich tdt hay
xau.
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Dudi ddy 1a mot s6 huéng dan dé thiét 1ap cac tinh ning bao mat cho tai khoan

Mang xa hoi.

4.2. Thiét 1ap cac tinh niing bao mat cho tai khoin Mang xa hoi
4.2.1. Tai khoan Facebook
4.2.1.1. Cai dit quyén riéng tw

bang nhap vao Facebook, nhap vao menu “Cai dat”.

*Chon “Quyén riéng tu” dé xem va chinh stra nhitng ai ¢6 thé xem anh, hoat

dong va thong tin ctia ban.

Viettel T 17:36 @ 99 )
< Cai dat quyén riéng tu
Privacy Shortcuts

Kiém tra mdt vai cai dit quan trong
Xem lai nhanh mot s6 cai dit quan trong dé
dam bao ban dang chia sé vdi nhitng ngudi
minh muén.

Quan ly trang ca nhan

Bi dén trang ca nhan dé thay déi quyén riéng
tu clia thdng tin trén trang ca nhén, vi du nhu
ai mdi dudc xem ngay sinh hodc cac moi
guan hé cla ban.

Tim hiéu thém véi Quyén riéng tu cd
ban

Xem ban hudng dan mang tinh tudng tac nay
dé dudc giai dap cac thac mac phd bién.

Hoat dong cua ban

Ai c6 thé xem céc bai viét ciia ban
trong tudng lai?

Chi minh t&i

Gigi han ngudi c6 thé xem bai viét cii

Ai c6 thé nhin thay nhifng ngudi, Trang
va danh sach ma ban theo doi?

@ 8 @ B 5

i 3

N

«Chon “Ung dung va Trang web” dé kiém soat quyén truy cdp vao tai khoan

Facebook ctia ban bang cic img dung va trang web.
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1| Viettel & 17:38 @ 99% . ol Viettel T 17:39 @ 98% ()
< O Timkiém cai d3t < Ung dung va trang web

@ Thanh toan quang cao

Thanh toédn hodc chinh sifa cai dat thanh toan cla £] D3 ding nhap bing Facebook Chinh sifa >
ban.
Céc cai dit nay kiém sodt théng tin ma ban dang chia sé véi céng
Facebook Pay ty khéc thong qua (ing dung va trang web ban da déng nhap béng
@ S — " . L Facebook.
Quan ly cai dat thanh toan, xem lich st thanh toan va
nhén ho trg qua tinh nang chat truc tiép.
Tuy chon
2 a
Bao mat £# Ung dung, trang web va game Chinh sifa »
Paéi mat khadu va thuc hién cac hanh dong khac dé tang -
cudng bao mat cho tai khoan ctia ban. Cai dat nay kiém soat kha nang tudng tac vdi cac Ung dung, trang

web va game ¢d thé yéu cdu théng tin vé ban trén Faceboaok.
@ Bao mat va dang nhap
P6i mat khdu va thuc hién cac hanh déng khéac dé & F - >
tang cudng bao mat cho tai khoan cla ban. ﬁ Théng bao vé ing dung va game

Cai dat nay kiem soat cac |8i mdi chdi game tif ban be, viéc cap

Ung dung va trang web nhat trang thai trd chdi va théng bdo v& Uing dung tir cac nha phét
@ - L . trién (fng dung trén Facebook va Gameroom. Viéc thay doi cac cai
Quaén ly théng tin ban chia sé vdi cac Ung dung va

aigs s R dét nay sé khong anh huting dén kha ning sif dung (ing dung
trang web ban dd dang nhép bang Facebook

hodc chdi game cla ban

o) Tro chdi tuc thi

Xem va gd cac Trd chdi tife thi ma ban da chai trén Lo v

Facebook va Messenger.

Khéng
= Tién ich tich hdp cho doanh nghiép

; a Xem va gaé céc tién ich tich hdp cho doanh nghiép ma

ban két néi véi tal khodn clia minh dé quan Iy quang N —— s
cao, Trang ciing nhu théng tin khac clia doanh D Phién ban cii cia Facebook danh

iy Cong khai »
nghiép. cho di déng

CAi A3t ndv kidm endt anvdn ridnn tif eia nhitnn ol han A3ng khi

t B &® & O =

w 8O & B D

«Chon “C6” dé chan nguoi dung cu thé hodc 161 moi ung dung.

4.2.1.1.2. Xoa lich sir hoat dong Facebook

Facebook lién tuc theo doi hoat dong cia ngudi dung. Cac ing dung va trang
web ty dong kiém tra ngudi dung co6 dang nhap hay khong va thu thap thong tin
nhimg hoat dong ctia nguoi dung dang 1am truc tuyén vé cho Facebook (dit liéu nay
timg 1a mot phan dugc che gidu ki cang trong chién luoc quang cdo cta Facebook).

Chu ¥: Viée x6a lich str s& ngat két ndi dir liéu thong tin ciia ngudi dung khoi
tai khoan; diéu nay s& ngian Facebook phét tan quang cao dén ngudi dung. Tuy nhién
n6 s€ khong hoan toan ngan n6 thu thap cac bdo cdo phan tich tir cac trang web khac.

Cong cu Quan 1y hoat dong trong tuong lai “The Manage Future Activity”
hoat dong nhu 1 phién ban lau dai hon ctia Clear History. Khi nguoi dung tit né di,
n6 s& ngan cac doanh nghiép giri dit liéu nham muc tiéu quang cdo ctia Facebook vé
nguo1 dung.
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Viéc tat “Hoat dong trong tuong lai” s€ ngan ngudi dung dang nhap vao cac
ung dung va trang web khac bang Facebook.
Nhéap vao miii tén & trén cung bén phai cua Facebook va nhap vao “Cai dat &
Quyén riéng tu” .

Chon “Cai dit”. Kéo xudng dén muc “Théng tin Facebook ciia ban”.

all Viettel 19:35 @ 82% @m)

< Q Tim kiém cai dat

Thoéng tin ctia ban trén Facebook

Ban c6 thé xem ho#c tai xuéng théng tin clia minh va
x0a tai khoan bat cf lic nao.

E' Truy cap théng tin ctia ban

Xem théng tin cua ban theo hang muc.

‘_:‘ Nhat ky hoat dong

Xem va quan |y théng tin cGa ban cling nhu mdt sb cai
dat.

== Hoat déng bén ngoai Facebook
St Xem hodc xda hoat dong tif cac doanh nghiép va té
chifc ma ban truy cdp ngoai Facebook.

Quyén sd hifu va kiém soat tai khoan
Quan ly dif liéu, sifa doi ngudi lién hé thifa ke, vo hiéu
hoa hodc x6a tai khoan cua ban, v.v.

el

Tai thong tin clia ban xuéng
Tai xudng ban sao théng tin cla ban dé luu gilr hodic
chuyén sang dich vu khac.

E:,‘- Chuyén ban sao théng tin clia ban

) Sao chép anh, video, bai viét hodc théng tin khac
sang mét dich vu khéc.

OuAna cao

o P & O

Nhép vao “Hoat dong bén ngoai Facebook” dé xem lai. Nhap vao “Quan ly
hoat dong ngoai Facebook”.
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' Viettel = 19:37 @ 81% .

< Hoat dong bén ngoai Facebook eee

Hoat ddng clia ban bén ngoai
Facebook

Hoat déng bén ngoai Facebook la théng tin
ma céc té chifc va doanh nghiép chia sé vdi
chting t6i vé& tuong téc cta ban véi ho, chang
han nhu truy cap Ung dung hoac trang web.
Tim hiéu thém

ZRDOPOP:

Viber Messenger: Chats & Calls, Bidv.com.vn
va cac trang web/ing dung khac d3 chia sé hoat déng
clia ban v&i Facebook.

Ban c6 thé Iam gi
@ Quan ly hoat dong bén ngoai Facebook
Xem hoat d6ng ma cac doanh nghiép va té

chirc ban truy cap bén ngoai Facebook da
chia sé vd&i ching toi.

Ngét lich sir

Ngét két néi lich sif hoat déng bén ngoai
Facebook khai tai khoan cla ban.

+++ Tuy chon khac
Xem thém tly chon vé cach quan Iy hoat
déna bén naoai Facebook.

@ P B & =

Nguoi dung s€ dugc yéu cau nhadp lai mat khau cua minh. Sau khi duoc xac
minh, man hinh s€ hién thi cho ngudi dung cac ing dung va trang web da chia sé
quang cdo voi tai khodn Facebook.

Xac thuc lai mat khau

Vi Iy do bao mat, ban can nhap lai mat khau dé
xem hoat déng ctia minh.
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4.2.1.1.3. An vj tri ciia ngudi ding

Facebook str dung dir li¢u vi tri dé cung cép tin tirc cho ngudi dung hodc ban
nhitng thr nguotl dung quan tam. Néu tat dich vu vi tri, no & khong thé st dung vi
tri chinh x4c cta nguoi dung dé nham muc tiéu ban bang quang céo. That khong
may, Facebook van c6 quyén truy cip vao vi tri mang ctia ban, vi vay ban s& can phai
tat tinh nang nay trén ca dién thoai va tmg dung cia minh.

Pé tit dich vu dinh vi ciia ing dung Facebook trén dién thoai:

bi téi “Cai dat” cua dién thoai va nhan vao “Quyén riéng tu”.

all Viettel T 19:43 @ 80% wm)

< O Timkiém cai dat

Quyén riéng tu

Kiém soat ngudi nhin thay hoat ddng ctia ban trén
Facebook va cach ching toi dung di liéu dé ca nhan
héa trai nghiém.

& Cai d3t quyén riéng tu

Kiém soat nhifng ai cé thé xem bai viét va ndi dung
clia ban, cling nhu cé thé tim kiém ban.

‘@ Nhan dang khuén mat
@) Chon xem chiing t8i cé nhan dién ban trong anh va

video hay khong.

Trang ca nhan va gan thé
Quyét dinh ai cé thé tudng tac véi ban va céc bai vidt
clia ban trén Facebook.

&

Bai viét cong khai
Kiém soat nhifng ai c6 thé theo déi ban va binh luan
vé bai viét cong khai clia ban

Chan

Xem lai nhitng ngudi ma ban d& chadn trudc dé.

Vi tri

Quan ly cai dat vi tri cta ban.

Trang thai hoat déng

Hién thi khi ban hoat déng.

o P ® B O

0 © ¥

Nhan vao “Vi tri”. S€ xuat hién man hinh cai dat vi tri:

O day ban c6 thé tit tinh ning “Cho phép Facebook truy cap vi tri chinh xéac
cta thiét bi nay” va tinh ndng “Cho phép Facebook tao lich st vé cac vi tri chinh xac
nhan dugc qua Dich vu vi tri trén thiét bi ctia ban”.
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4 Cai dat vi tri
Cai dit thiét bi
Dich vu vi tri

Cho phép Facebook truy cap vi tri chinh Tat >
xac cla thiét bi nay.

Cai dat Facebook cho tai khoan nay
Lich st vi tri

Cho phép Facebook tao lich sif vé céc vi

tri chinh xac nhan dudc qua Dich vy vi tri
trén thiét bi cla ban.

Xem Lich stf vi tri >

Tim hiéu thém vé Cai dat vi tri

M‘

a P @ & o

Tit nhian dang khuén mit:

NCSCX

National Cyber Security Center

Nhan dang khuén mat 1a trung tam trong thudt toan anh cua Facebook. Do 1a
1y do ban tu dong duoc gan thé trong anh ma ngudi khac dang.

Nguoi ding co thé tat tinh ning nhan dang khudn mit trén phién ban Facebook
danh cho may tinh dé ban. Lam theo cac budc sau:

Nhéap vao miii tén chi xudng & trén cung bén phai cia man hinh.

Chon “Cai dat & Quyén riéng tu”, sau do chon “Cai dat” nhép vao “Nhan dang

khuon mat”.
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W Viettel = 19:51 @ 78% mm

L4 Nhan dang khudn mat

Théng qua cai dét nay, Facebook s& biét dudc ban
cé mat trong anh hay video khéng. Hay truy cap
vao Trung tam trd gitip dé tim hiéu thém vé cach
thic va thai diém ching tdi nhan dang ban.

Nhan dang khu6n mat
Ban c6 muén Facebook c6 thé nhan

dang minh trong anh va video khdng? -
Khéng

o Pe® B o

Nhan vao “Ban c6 muon Facebook c6 thé nhin ra ban trong anh va video
khong? ” Chon “Khong” trong phan “Chinh stra” va dong dé hoan tat cac budc.

4.2.1.1.4. Loai bo cac ung dung theo d6i khoi Facebook

Ping nhdp vao cic nén tang hoic trang web khac bang tén ngudi dung
Facebook ctia ban cung cdp cho cac cong ty d6 quyén truy cap vao dir liéu ca nhan
ctia ban va c6 thé cho phép ho chia sé hoat dong ctia ban vé1 Facebook.

Tt theo ddi tng dung ctia bén thr ba khoi may tinh:
Nhép vao mili tén chi xudng & trén ciing bén phai ciia man hinh.

Chon “Cai dat & Quyén riéng tu”’, sau do chon “Cai dat”. O muc Bao mat nhan
vao “Ung dung va Trang web”.
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Cai dat (*ng dung va trang web
P Tin

Béy 14 nhing (g dung vé trang web mé ban d& dang nhép béng Facebook Cdc ting dungltrang web nay cé thé nhén théng tin mé ban chon chia sé. Cac img
dung bi g& ho3c hét han c6 thé vin truy edp duroc vao théng tin ma tnréc d6 ban chia sé, nhung khang thé nhan thdng tin khéng cdng khal nao khac. Tim hidu
thém

Thong bao

D Di déng Hoatdéng o Hét han Da g &m Ung dung va trangw QO

§ Ung dung va trang web
+ Tro chai turc thi
“w Tién ich tich hgp cho deanh nghiép
—. Quang cao Tiy chon
= Thanh toén quang céao
ﬁ Ung dung, trang web va trd choi ﬁ Théng bao vé trd choi va (eng dung

4 Facebook Pay

$3 Hopthu hd trg

a5  Video

Chon “Hoat dong”.

Nhép vao hop bén canh tén tmg dung dé ngimg theo ddi ban va nhip
vao “Xoéa”. Piéu nay s& vo hiéu hoa né theo ddi ban.

4.2.1.1.5. Bat xac thue 2 yéu t6 (2FA)

Xac thuc hai yéu t6 1a mot trong nhirng cach manh nhat dé bao mét hd so cua
ban khoi nhimg 1an ding nhap khong mong mudn. Khi ai d6 ¢b ging dot nhap vao
tai khoan da bat 2FA, ho khong thé vao ma khong ¢6 ma xac thyc OTP. Vi ma dugc
chuyén dén dién thoai ctia ban nén chi ban méi ¢ thé dang nhap.

Budce 1: Truy cap Facebook.com/settings
Buwdc 2: Chon Security and Login (Bado mat va dang nhap)

o Q, Tim kiém trén Facebook ﬁ L % i;"
Caidat Bao mat va diang nhap
*: Chung Dé xudt
@ Baoméit va ding nhap Chon ban bé dé lién hé néu ban khéng ding nhap duge
2L Ching t8i khuy&n moi ngudi nén chon tir 3 dén 5 ngudi ban
®  Théng tin cla ban trén Facebook nhap.

Bwéc 3: Chon Two-factor authentication (Xéac thuc 2 yéu t6) > Chon Edit
(Chinh stra) > Nhap lai mat khau
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Xac thre 2 yéu té

Si 2 N = 2 . g
.‘u du/rjg XaC t_hucl2 },reu }0 _\ = - o ) . - _ s
Bat « Ching t6i 58 yéu cau ban cung cap ma néu phat hién thay 1an ding nhap tir thiét bi hoac trinh duyét la
sttt o S, Xem
Xem lai danh sach thiét bi ma ban sé khong can ding ma dang nhap
Ma -
atihau gy T — _ T R Thém
Sir dung mat khau dac biét d& dang nhap trng dung cia ban thay vi sif dung ma dang nhap hodc mat khau Facebook

- . . \ , ’

Buwdc 4: Chon Use authentication app (Dung ting dung xac thyc)
Xac thuc 2 yéu to dang bat
Chiing t6i s& y&u cau ban cung cap mé Xac minh qua
phirong thirc bdo mét ban chon néu phat hién thay an
dang nhap tir thiet bi hoac trinh duyét la
Tat
Phwong thirc bao mat caa ban
KRR AKX KK k
- 5?9 {_ Quan ly =

Tin nhan van ban (SMS)
SEE Ung gung Xac thu‘r? o ) _ Quanly ~

Ban s& nhan dwoc mi dang nhap théng qua mot teng dung xac thuc

Buwdc 5: Tai ing dung xac thuc ctia bén Thur 3 (Google Authenticator,
Microsoft Authenticator, LastPass Authenticator,...) trén dién thoai.

Budc 6: Hoan tat cai dat ung dung xac thuc, mo va quét ma QR hodc nhap ma
hién thi trén man hinh, bam Continue (Tiép tuc).

Buwdc 7: Nhap ma xac minh tir ing dung xac thuc trén dién thoai vao hop Two-
factor authentication (Xac thuc 2 yéu t6) > Bam nut Continue (Tiép tuc).

Poi voi img dung Facebook trén dién thoai:

Bwéc 1: Bim hinh ba thanh ngang phia trén goc phai cta timg dung

Buérc 2: Chon Setting and Privacy (Cai dit & quyén riéng tu)

Budc 3: Chon Setting (Cai dat)

Buwdc 4: Chon Security and Login (Bao mat va dang nhap).
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a Tre gitip & hé trg

-ﬂ* Cai dat & quyeén riéng tur

L&i tat quyen rigéng

4 Théi gian ban & trén Facebook

o Pdlssn sa9 LM
& B @ £ = «

[] Trink tigt kigm di ligu

G

q Dich bai viét
'-\.__ ! R i

B
B4

bl TrRR &

a0 rmat

L T ki cai dat

Cai dat tai khoan

3

W) tim v bar, céc khodn thanh todn ¥ dsnit ba cda
i i Khvodn mdi shung

@. Théng tin ¢d nhan

Edip ohdl Hin, 25 didn hopi v e chi email oo bar

f Thanh todn

Thesn by-cha 81 Shank tosn v& @em Beh s thanh 10en oua

ban

tkhaw

ra Thyc fién cac hianh déng khac 48 ting cuéng

&y  Mitd

Duden I e 6t wf 1l el bar

Ung dyung va trang web

=

W ude by thing ey ban chia s wdl cde dng dyrg v traeg
wieh ban 4 $8ng rhip bing Facebook

s Tré chai tire thi

Buéc 5: Chon Use two-factor authentication (Str dung xac thyc hai yéu td)

Neéw ban by khoa tai khoan, ban bé bian cd the >
g gitip. Chi ¢dn chi dink 1 ngudi ban khac d&
thiét lap tinh ndng néy.

Naoi ban d3 dana nhép e Lit ca
{:_) Loai thigt bi khing xdc dinh + Ho Chi Minh
City, Vietnam
gy dung Facebook - Bang hogt dong

i

Q iPhone 65 - Ho Chi Minh City, Vietnam

wiessenge

Pang nhap
&7 D8imat khau

Ban nén st dyung mat khifu manh ma minh }
chura sir dung & dau khac

Xac thuc 2 yéu té
e Str dung xéc thuc 2 yeu to

Ching 16i 58 yéu cu ban cung cay
phat hién thay ln ddng nhap it
trinh duyét la

P ma néw
et bi hode ?

g4y LR o vFdleen 84y LN O T4 Hasn
« € Xdcthuc 2 yéu 16
Bao méat va dang nhap
e xuat (Q
X2z Chon ban bé dé lién hé néu ban khong
dang nhap duge

Gitip bao v& tai khoan ctia ban
Néu phét hién thay [an d&ng nhap tir thiét bj hode

trinh duyét la, ching 14i 58 yéu cdu ban cung cdp
mét khu va ma xéc minh,

Chon phuong thire bao mat

Ung dung xac thye

£ %udt - Tao md3 xdc minh bang cde dmg dung nhy @
Google Authenticatar hodic Dua Mobile dé dam

bag an toan 18t hon

Tin nhan vdn ban (SMS)

Dl.:ng fin nhan v@n ban (SMS) dé nhén ma xdc
mirth, Vidydo bao mat, banvkhong the don
dign thoai %3¢ thi

56 O
2 yiu 16 de a3 Jaimat khaw kv

clang bat tinh ndng nay.
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Buwéc 6: Chon Authentication App (Ung dung xac thuc) trong phan Security
methods (Phuong thtic xac thuc) > Bam Next (Tiép tuc)

&s0 £ | o V.4 H88% 852 .1, O V4R8I
€ Xac thuc 2 y8u td € Xic thue 2 yéu td
Thiét Iap qua Cong cu xac thuc clia bén Nhap ma xac nhan
thirba VUi 16ng nhép ma xac nhan ban nhin thay trén
Vui long ding (rng dung xac thue cla ban rng dung xac thue cla minh

(chang han nhu Duo hodc Google
Authenticator) d€ quét ma QR nay.

Thiét lap trén cing mét thigt bi

Hodc nhap ma nay vao ung dung xac thue cia ban

. — —  — — |

Buwdéc 7: Tai ung dung xdc thuc cua bén Thi 3 (Google Authenticator,
Microsoft Authenticator, LastPass Authenticator,...) trén dién thoai.

Buwdc 8: Nhap ma xdc minh tir ing dung xac thuc trén dién thoai vao hop thoai
Two-factor authentication (Xéc thuc 2 yéu t0) > Bam nat Continue (Tié€p tuc).

O T.d 8%

€ Xéc thuc 2 yéu t6

e Nhap méat khau

Vi ly do baéo mat, vui long nhap lai mat khdu cla ban dé& e
tiep tuc = e P =
Xac thuc 2 yéu t6 dang bat
MEt EREu Chung tdi s& yéu cau ban cung cap ma néu phat
N - hién thay lan dang nhap tir thi€t bi hoac trinh
duyét la.
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Buwdc 9: Nhap lai mat khau Facebook dé xac minh

Xac thuwe 2 yéu té s

Nhép ma xéc nhan

Wui long nh&p ma xac nhén ban nhin théy trén rng dung xac thy

Buwdc 10: Nhap lai mat khau Facebook dé xac minh

Buéc 11: Hién thong bao Two-factor authentication is ON (Xac thyc 2 yéu t6
dang bat) > Bam nut Done (Xong).

Xac thwe 2 yéu td X

Xac Thwe 2 Yéu To Dang Bt
Ching téi sé yéu cAu ban cung cAp mé néu phat hién thay Ian
dang nhap tuw thiét bj hodc trinh duyéet la.

g

4.2.1.1.6. Ngiin thong tin tai khoan Facebook hién thij trén cic cong cu tim

kiém

Ban c6 biét hd so Facebook dugc 1ap chi muc trén Google? Piéu do co nghia
1a bat ky ai dang tim kiém tén ctia ban s& c6 thé tim thay tai khoan mang xa hoi ctia
ban, cung voi tat ca dir liéu hién thi cong khai.

Google va cac cong cu tim kiém moi nguoi c6 mot cdch kho chiu dé cong khai
cudc song riéng tu cua nguoi dung.
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Véi Facebook, it nhat, nguoi dung c6 thé gitr cho ho so cua minh khong bi tim
kiém. Lam theo cac budc sau:
Trén may tinh, hdy mé Facebook va nhap vao miii tén chi xudng & trén cung
bén phai man hinh.
Nhan vao “Cai dat & Quyén riéng tu”, sau do6 nhan “Cai dat”, sau
doé 1a “Quyén riéng tu”.

Trong phan “Ban c6 mudn céac cong cu tim ki€ém bén ngoai Facebook lién két
dén ho so cua ban khong? ” Nhap vao Chinh stra.

Cai dat

Cach moi ngwoi tim Al c6 thé gl cho ban &1 moi két ban? Moi nguwéi Chinh sita

va lién hé v&i ban

s> Chung ; .
Ai c6 thé xem danh sach ban bé clia ban? Chi minh téi Chinh stra

@ Béao mat va dang nhap méi quan hé ban bécia ho trén déng

s Théng tin cia ban trén Facebook

a4 Quyénriéng tu

> Nhén dang khuén mat Ai co thé tim kiém ban béng dia chi email ma ban cung cép? Chi minh t5i Chinh si¥a

# Trang ca nhan va gan the Ai co thé tim kiém ban bang s dién thoai ma ban cung cp? Chi minh toi Chinh sita
& Bai viét céng khai

Ban co mudn cé im kiém bén ngoai Facebook din dén trang  Khéng Chinh stta

2 Chan canhan ciam éng?
Vita Cach ban nhan tin Quyét dinh xem ban s& nhan tin nhdn dang che & danh sach Chat, thir muc Tin nhan dang cher hoac liéu co
nhan dang che nhan nhifng tin nhan nay hay khéng

Nhép vao hop kiém & dudi cung dé tat cai dat.

4.2.1.1.7. Giéi han d6i twong cho cac bai ding ca nhin

Khéng phai moi ngudi ban trong danh sach ciia ban déu can biét nhiing thong
tin chi tiét vé cudc séng ctia ban. Diéu nay tham chi con rai ro hon khi ban tinh dén
s6 lwong hd so gia dang troi noi.

T may tinh, hay lam theo cac budc sau:

Mo lai “Cairdat & Quyén riéng tu”, sau do chon “Cai dat” va nhép vao “Quyén
riéng tu”.

Chon “Ai c6 thé xem céac bai dang trong twong lai cua ban?” va nhip
vao “Chinh stra”. Ban c6 thé diéu chinh cai dat cho cac dbi tuong cu thé trong do.
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Cai dat

Hoat déng cua ban Al ¢ thé xem cac bai viét clia ban trong trong lai? Chi minh t6i Chinh stta
*: Chung
Xem lai tat ca bai viét cda ban va nhitng ndi dung Sir dung nhat ky hoat déng
@ Bdo matva dang nhap ma ban duroc gan thé
¢ Thong tin cta ban trén Facebook 2 oz £ iy o - s
9 : Gigi han déi turong cho cac bai viét ban d4 chia sé véi ban Gidi han bai viét cli

cda ban bé hodc chia sé cong khai?

& Quyénriéng tu

o Al ¢6 thé nhin thay nhiing nguwrdi, Trang va danh sach ma ban theg Chi minh téi Chinh stta
- Nhan dang khuon mat ddi?
4 Trang ca nhan va gan thé ) , T
Cach moi ngwei tim Ai co the gt cho ban 161 moi két ban? Moi ngurori Chinh sta

% Bai viét cong khai valien-héveLban

Chon “Gi6i han bai ding trudc ddy” dé thay d6i ngudi cé thé truy cap ndi dung
trudc do cua ban.

Cai dat
Hoat déng cua ban A ¢6 thé xem cac bai viét cia ban trong twong lai? Chi minh t&i Chinh stra
# Chung
@ Bao mat va dang nhdp Xem lai tt c& bai viét clia ban va nhitng ndi dung Si¥ dung nhat ky hoat dong

ma ban duwoc gan thé

* Thong tin cia ban trén Facebook

Han ché déi twong xem nhirng bai viét cii trén Dong thei gian Béng
22 cua ban
& Quyén riéng tu
- Nhan dang khuén mat
4 Trang ca nhén va gan thé
{ Bai viét cdng khai the di toi bai viet do n doi tvong khac. Tim hieu ve viéc thay

déi cac bai viét cii

2 Chan Gidi han bai viét cii

Moi nguoi vo tinh chia sé tat ca céc loai su kién va thong tin ca nhan ma khong
nhan ra nd. Thay doi cai dat nay co thé bao vé ban khoi bi lra dao hodc ngan tin tac
dodn chinh xac mgt trong cac cau hoi bao mat cua ban.

4.2.1.1.8. Ngirng hoat dong ciia ban khong dwgc quiang cao

Ban da bao gio nhin thdy mdt quang céo cho ban biét ai trong s6 ban bé ctia
ban Thich n6 chua? B¢ 1a béi vi Facebook tu dong str dung nhitng xac nhén nay dé
nhim muc tiéu quang cao dén ban va ban bé caa ban. Va néu ban Thich tha gi do,
ban bé ctia ban sé& thay nhiing loai quang cio tuong tu.

Tat nhién, ho khong xin phép ban. Tuy nhién, ban cé thé tit cai dat nay dé giir
cac s¢ thich va Luot thich ciia minh riéng tu hon. Lam theo céc budc sau trén man
hinh cta ban:

Trong “Cai dat & Béo mat”, hdy chon “Cai dat”, sau do nhép vao “Quang
c40”, tiép theo 1a “Cai dit Quang cdo”.
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Cai dat
P Tin
Théng bao

(] pideéng

§ Ung dung va trang web
¢ Tro chai tdc thi
o Tien ich tich hgp cho doanh nghiép
—. Quang cao
= Thanh toan quang cao
4@ Facebook Pay
{5 Hop thu hé trg

*2* Video

Nhap vao “Tuong tac xa hoi” va chon “Chi minh t61”.

N . . Quan ly di liéu dung dé hién thi quang co cho ban
Tuy chon quang cao
e Dif liéu do d6i tac cung cap ve hoat dong caa téi
. ) Quang cao ca hhan hoa difa trén hoat dong cla ban trén
Nha quang cao c4c trang web, (ing dung khéc hodc & ngoai dai

jruj

B Hang muc ding dé tiép cin ban >
Théng tin trén trang ¢é nhan, sd thich va cdc hang muc

@ khac dang dé tip can ban

Cai dat quang cao

G . z L]
Chua de quang cao -

& Quéng cao theo dai tugng b
Nha quang cdo dung hoat dong hodc thdng tin cda ban

(] Quang cao hién thj bén ngoai Facebook >
Cach nha quang cao tiép can ban théng qua quang cao
bén ngoal Facebook

e Tudng tac trén mang xa hai >
Ai €6 thé nhin thdy hoat déng tugdng tac cia ban trén
mang x3 hdi cling vdi quang cao?
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Hoat dong tu ang tac trén mang x4 hoi khéng hién thj cting vdi
qLa1j cao vé van dé xa hoi, bau cif hoac chinh tri, trong dd c6 nhan
néu ré ai da tai trg cho quang cao. Tim hiéu thém

KﬂJ n_avhuaL 118 h

thi hoat ddéng tudng tac trén mang x& h@'r
i cing L.Jang cdo. Ban pha' di 1 thi
g LIOT} nhin thdy hoat ddng tudng tac clia

Ai c6 thé nhin thay hoat déng tucng tac ctia ban trén
mang xa hoi ciing véi quang cao?

Ban be @
Chi minh téi ®
Phén nay cé hiiu ich khéng? Co Khdng

4.2.1.1.9. Tranh cac nut Like va Share

Bét ctr khi nao ban sir dung nut Facebook trén mot trang web khéc, ban dang
nudi con quai vat 1a cd may quang cio cua Facebook. Moi Chia s¢, Thich va dé xuit,
déu tré thanh mot phan ctia ngudn cap dir liéu ma Facebook st dung dé diéu chinh
thuat toan cua minh.

Ngay ca khi ban d3 tat theo ddi bén ngoai Facebook, viéc sir dung cac nut nay
gidng nhu cho phép né biét ban dang lam gi. Ban khong can phai thay doi bat ky cai
dit nao dé tranh nhirng cam bay cua cac nat ndy. Chi can khong sir dung chung.

Néu ban phai chia sé diéu gi d6, hdy lam theo cach cii bang cach sao chép va
dan n6 vao mdt bai dang.

4.2.2. Tai khoan Zalo

4.2.2.1. Tao ma pin bdo mat

Khi nguoi dung thiét 1ap ma khoa nay, khong ai c6 thé truy cp vao tai khoan
ctia ban dé xem danh sach ban beé, tin nhén trir khi biét ma khoa da dat.

Trong giao dién nhan chon vao biéu tuong 4 6 vudng nhod & goc bén dudi man
hinh, rdi nhan tiép vao biéu twong banh ring cua. Sau d6 nhan tiép vao muc thiét 1ap
“Tai khoan va bao mat”.
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ol Viettel = 14:05

Cai a5t

(7] Quyén riéng tu

\»/ Taikhoan va bdo mat
Y1) sao Iuu & déng bo tin nhin
£ Giao dién

[\ Théng béo

(=) Tin nhan

o, Cudc goi

(7)) Nhat ky va khoadnh khic
Danh ba

A2 Ngon ngll va phéng chlr
() Théng tin vé Zalo

Y Chuyén tai khoan

(= D3ng xuat

Chon “Piat ma khoa Zalo” dé tién hanh dat mat khau. Tai giao dién khoa Zalo
trude hét can kich hoat tinh ning tao ma pin bang cach gat thanh ngang sang phai tai
“Pat ma khoa”.

-l Viettel = 14:05

< Khoa Zalo

bat ma khoa
P&i ma khoa

Tu déng khoa
Ngay sau khi an ¢'ng dung

Trong trudng hgp gquén ma khda ung dung ban phai
g8 bo va cai dat lai ing dung dé x6éa ma khéa cli. Luu
y: Khi cai dat lai cac dir liéu tin nhan va cudc goi sé bi
mat
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Xuét hién man hinh tao mi khoa Zalo. Mi khoéa s& c6 4 ky tu, nhan cac ky tu
dé thiét 1ap sau do nhap lai chinh xac 4 ky tu cia ma khéda da nhan dé x4c nhan lai.

il Viettel & 14:06 @ 91% =)
Huy
Nhap ma khda
B, O 0 ) B i

1 2 3
4 b 6
7 8 9

0 s

Luwu y: Hiy chon diy ma khoa ma ban c6 thé nhé vi néu quén ma khoa budc
phai g& tmg dyung va cai dat lai. Nhu vy toan bd dit liéu, tin nhan Zalo s& déu bj x6a
sach.

Dé thiét 1ap thoi gian hoat dong tuy dong khoa tng dung Zalo, truy cip vao
muc “Tu dong khoa”. Xuit hién cac mbc thoi gian dé ban lua chon. Tdi thiéu sé ty
dong khoa trong 5 gidy hodc tdi da 1a 30 giay.

4.2.2.2. Thiét 1ap quyén riéng tw Zalo

Trén Zalo cling co ché dd chdn nguoi la binh luan, xem thong tin ¢4 nhan, hinh
anh cua chung ta. Tai giao dién ca nhan trén Zalo, chon vao hinh banh rang cua, nhan
vao biéu tuong 6 khoa (Quyén riéng tu). Tai giao dién “Thiép 14p quyén riéng tu”,
kéo xudng dudi va chuyén sang ché d6 Tit cta nhimg tiy chon sau:

Nhan tin nhan tir nguoi la: Tat ché d6 nay dé ngudi la khong thé giri tin nhin
to1 ban

Cho nguoi la binh luén: Tat dé chdn nguoi la binh luan trén nhat ky cua ban.

Cho nguoi la xem anh: Ngudi la khong thé xem hinh anh cua ban.
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all Viettel T 14:18 @ BOY -

< Quyén riéng tu

BAN BE

Ty dong thém ban beé tif danh ba
Nhan 18i mdi két ban tir cdc nguén
Hién thi trang thai truy cap

Khi tat tinh ndng nay, ban bé trén Zalo sé khong O

thay lan truy cay nhéat cua ban. Ban cling
khéng thay dudc trang thai truy cdp cla ban bé

TIN NHAN

Nhan tin nhén tir ngudi la ()
Hién thi trang thai "Ba Xem"

NHAT KY VA KHOANH KHAC

Cho nguti la binh ludn
Cho ngutdi la xem anh
Cho ngudi la xem 10 nhat ky mdi nhat

CUOC GOI THOAI VA VIDEO

Nhan cudc goi tir ngudi la o

Ngoai ra, chiing ta ciing c6 thé an ngay sinh trén Zalo, hodc hién ngay sinh,
thang sinh hay nam sinh tiiy chon. Ban kéo xudng dudi va nhan vao muyc “Hién thi
ngay sinh”, sau do lya chon “Khong hién thi véi ngudi khac”, ké ca vé6i ban bé va
nguoi la déu khong thé biét ngay sinh.

4.2.2.3. Tit thong bao di xem tin nhin

C6 thé vi 1y do nao d6 ma sau khi dd xem tin nhan nhung ban khong thé tra
161 ngay dugc, hoac khong mudn tra 101 Tuy nhién, mdc dinh Zalo s€ c6 thong bao
D3 xem toi ngudi giri khi nguodi nhan di doc dugc tin nhan.

Trudc hét tai giao dién cta Zalo, nhan chon vao biéu twong banh ring cua.
Sau do, trong giao di¢n “Cai dat” nhan chon muc “Quyén riéng tu”. Tiép theo, ban
chi can tat tuy chinh “Hién thi trang thai P4 xem”.

4.2.2.4. Chan ban bé xem nhit ky

Khi ban chia sé thong tin nao do trén Zalo, tt ca ban bé cua chung ta déu c6
thé doc dugc nodi dung d6. Nhung doi khi ban lai khong mudbn mot nguoi ban nao do
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cua minh c6 thé doc dugc ndi dung do, thi co6 thé sur dung tinh ndng Chan xem nhat
ky trén Zalo.

Pé thuc hién, tim toi trang c4d nhan ban be trén Zalo muén chin, nhan vao biéu
tuong 3 dau gach ngang & bén phai va Bat ché do “Chan xem nhét ky”. Bén canh do,
cling co thé bat ché d6 “An nhat ky nguoi ndy” néu mudn.

4.2.2.5. Thiét 1ap quyén xem khi diing nhat ky

Ciing giéng nhu viée thiét 1ap quyén riéng tu cho status trén Facebook, nguoi
ding Zalo hoan toan c6 thé diéu chinh quyén xem trude khi chia sé 1én nhat ky Zalo.

Trude hét, tai giao dién nhat ky ca nhan Zalo, nhan vao muc “Ban dang nghi
gi”. Tiép dén tai muc “Quyén xem”, nhan chon vao hinh tam giac mau den. Mac dinh
Zalo s& dé ché d6 Cong khai cho moi bai viét. Chung ta c6 thé diéu chinh sang Minh
to1, Ban be to1 hoac chon Ban be trong nhém dé xem duoc nhat ky méi dang.

Con vé6i nhitng nhat ky d3 ding 1én Zalo, cling c¢6 thé diéu chinh lai quyén
xem. Tai bai viét dd ding, nhan vao biéu tuong 3 dau cham. Tiép tuc nhin
chon “Thiép 1ap quyén xem” va diéu chinh lai quyén xem cho bai viét nay.

4.2.2.6. X0a vi tri trén Zalo

Khi nguoi dung Zalo st dung tinh nang “Tim quanh day”, ban be ctia ban hodc
nguoi la c6 thé tim kiém chiing ta thong qua vi tri 6. Tuy nhién, tinh ning nay déi
khi cling gay phién phuc, nén néu khong that su can thiét hiy tat vi tri.

Nhéan tim “tim quanh day” trén thanh tim kiém, chon “Quan tAm” va nhan vao
bat dau ngay (d6i voi ngudi méi bat dau sir dung tinh ning nay)
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ul Viettel & 14:12 @ 90% )

4 Tim Quanh Day o0

Tim Quanh Pay ©
Tién ich

Quan tam ]

& OA nay da dudc xac thuc bdi Zalo v

Théng tin chi tiét

Official Account dé phuc vu tim ban bé xung quanh day.
Theo dbi Official Account dé bat dau tim ban méi nhé!

Tai vi tri man hinh, chon vao muc “Tim ban”, bAm vao miii tén, chon “x6a vi
tri dé tranh 1am phién”.

4.2.3. Ung dung TikTok

Ngan TikTok luu thong tin dang nhap

Budre 1: Truy cap biéu tuwong nguoi dimg > Chon ddu 3 cham
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Viettel T 20:12 @ 74% wm
< Cai dat va quyén riéng tu
TAI KHOAN
S Quan Iy tai khoan >
& Quyén rigng tu >
[Z) Béo méat >
03 sédu >
an TikCode >
£ Chia sé hé so >
NI DUNG VA HOAT BONG
[ Théng bao day >
Ngén ngli ting dung T Viét (Viét Nam) >
[k Tuy chon néi dung >
P Stic khoe Ky thudt S6 >
{91 Gia dinh Théng minh >

Buée 2: Chon Bao mdat = Huy kich hoat cai dat “Luu thong tin dang nhap”

Viettel & 20112 @ 74% @m)
% Bao mat
Canh béo bao méat >
Thiét bi cla ban >
Xdc minh 2 budc Tat >

Xdc

ai khac biet

cho tai khoan, ngay ca

khi

Luu théng tin dang nhap
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Budre 1: Truy cip biéu tuwong nguwoi ding > Chon dau 3 cham = Chon Bdo mdt

Viettel = 20:12 @ 74% wm )
< Bao mat
Canh bdo bao mat >
Thi&t bi ca ban >
Xdc minh 2 budc Tat >
Xdc h 2 budc git o cho tai khoar v ca ki

ai khac biét mat khiu ctia ban,

Luu théng tin déng nhap

Bude 2: Chon Cdanh bdo bdo mdt > Cac canh bao/ canh bao bao mat bd sung s&
duoc hién thi trén man hinh ndy = chon Xong

<

v

Khéng phat hién thay hoat déng bat thudng cla tai
khoan trong 7 ngay qua.

Ban van con thdc méc? Lién hé vdi chiing toi

Viettel = 20:25 @ 73% (wm )
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Cai dit ché 46 riéng tu: Cai dit riéng tu gitp tai khoan ngudi dung khong hién

thi trén TikTok

Budre 1: Truy cip Biéu twong nguoi diimg > Chon ddu 3 chdm

Budc 2: Chon Quyén riéng tw > Bét Tai khodn riéng tw

Viettel & 20:27 @ 72% (mm )
£ Quyeén riéng tu
Kham pha

Tai khoan Riéng tu &

\ediEaT b

Dé xuat tai khoan cla ban vdi nhiing ngudi khac L )

Tim cac lién hé cta ban Tat >

Ca nhan hoa va dii liéu

Ca nhan hoa va du liéu >

Uy quyé&n quang cao

An toan

Cho phép tai vé video clia ban Tat »
Ai c6 thé gii tin nhan truc tiép cho ban Moi ngusi >
Ai c6 thé Stitch vdi video clia ban Moi ngudi >

Kiém tra ding nhap bat thuong

Budre 1: Truy cap biéu twong nguwoi dimg > Chon dau 3 chdm = Chon Bdo

mat

Buwéc 2: Chon Thiét b ciia ban > Chon thiét bi mudn x6a = Chon biéu tuong

Thung rac
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4.3. Sir dung rng dung thanh toan trwc tuyén an toan
Dé thanh toén tryuc tuyén an toan, cu thé la thanh toan truc tuyén qua dich vu
e-banking, Internet banking ctuia cac tai khoan ngan hang, thé ATM, thé VISA,...
cling nhu tranh bi d4nh cap thong tin thanh toan, chiing ta can phai tudn thu mot s6
nguyén tic co ban.

Sir dung cong giao dich “chinh hing”

Khi str dung dich vu ngn hang truc tuyén cta cac nha bang, tuyét déi khong
thuc hién gian tiép thong qua cac dudng link nhan dugc tir email/tin nhan hozc trén
trang Web nao do6 tao ra ma phai truy cép truc tiép vao trang chu ctia nha bang dé
thuc hién giao dich.

Trong trudng hop thanh toan qua kénh thir 3, cin kiém tra cn than trén thanh
dia chi xem noi minh dang dy dinh nhap tén dang nhap va mat khau ¢6 dang 1a
website chinh thtrc ctia nha bing khong, c6 ki hiéu ma héa két ndi an toan khong. Néu
khong, tuyét d6i dimg nhéap tén dang nhap hodc mat khau.

M6t s6 hinh thire lira déo:

Gia mao email tir ngan hang, thong bao tai khan bi tru tién (hoac duogc cong
tién trang thudong chiang han) va dua dudng link ding nhap, nhung thuc chat 1a duong
link gia co giao dién gidng voi trang web cila ngan hang that. Khi ban so y nhap
thong tin tai khoan, mat khau vao, chung s€ bi danh cép.

Tai khoan Yahoo/Facebook ngudi than bi danh cép, gt link dang nhép dich
vu ngan hang, nhung thwe chit 1a dwong link gia va s& bi danh cap thong tin néu
minh nhap vao.

Nan nhan do st dung céc két ndi wifi noi cong cong khong an toan dan dén bi
gia mao va danh cip thong tin ciing nhu cai phan mém theo doi.

Giir bi mat thong tin ca nhan

Tuyét d6i gilt bao mat thong tin tai khoan ngan hang nhu: s6 thé, sd tai khoan
va tén truy cdp dich vu ngin hang dién tir qua Internet, Mobile,... Tuyét dbi giit bao
mat cac thong tin ca nhan nhu: ho va tén, dia chi, ngay sinh, s6 CMND.

Céc thong tin nay thuong duoc khai thac qua nhiéu hinh thirc nhu:

o dugc trung thudng,
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o duogc tdng qua,
o do hoi nguoi than,
o hudoa (Hudoa thiéu cude vién thong, ng ngan hang, hu bi ai rat tién, .. ).

Cach d6i phé 1a dimg cung cip thong tin that hodc kiém tra lai thong tin véi
ngan hang bang cach lién lac qua sé dién thoai hd tro chinh thirc ma minh biét.

Piit mat khau an toan

Hay dat mat khau that an toan cho tai khoan Internet Banking. Néu duogc, hay
d6i mat khau nay dinh ky.

Sir dung dich vu tin nhén chi dong

Nén ding ky str dung dich vu nhin tin, truy van s6 du chi dong (SM'S Banking)
dé co thé chii dong theo ddi dugc nhimg bién dong s6 du trén tai khoan tién giri hodc
thé thanh toan nham phat hién va xir 1y kip thoi khi ¢ cac thanh toan bat thudng.

Dang ky st dung OTP

OTP la mat khau st dung mot 1an, nd tao ra rao an ninh v6 cung manh béng
cach nhan tin dén s dién thoai ciia ban mot mau khau xac thuc trude khi phé duyét
va thuc hién giao dich.

Vi vay, khi ké xau c¢6 hau hét thong tin ngan hang ciia ban va tién hanh thanh
toan béng tai khoan nay, mgt mat khau OTP s& duge gtri qua dién thoai ban dang
cam dé xac thyc.

Giao dich s& thanh cong chi khi nao ké xau ciing c¢6 duoc OTP nay. Do d6, ké
X4u s& khong thé thuc hién giao dich vdi tai khoan cua ban trir khi ban mat dién thoai
va dé lot vao tay ké xau d6 hodc cao hon 1a bi hack/virus doc duoc tin nhdn OTP

4.4. Mot sb hwéng din thiét 1ap bao mat cho ung dung thanh toan truc
tuyén Momo

Thiét 1ap bao mat 2 yéu t6 nham xac thuc chu so hiru va cac hoat dong trén vi
la do chinh chu thuc hién:

Buwée 1: Chon Vi cua t6i = Chon Trung tam bao mdt
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& § @

G

du trong vi

Lién két tai khoan

== 0 thé/tal khoan
=% Thanh toan hoéa ddn
= Chua eé héa don
oo, Thé qgua ting
b 0 thé qua ting
~¢ Dich vu lién két
» pdich vu lién két
[ §] Tai khoan lién két
Chua két ndi
Ely  Quan Iy vé va théng tin hanh khach

Quan ly hgp déng bao hiém

Trung tam bao mat
Trung Tam Trg Gitp
Cai dit ing dung
Pang xudt
4 O bl 5=
U Al |CH S ¢ vicua 161

NCSCX

National Cyber Security Center

Buwéc 2: Chon Tai khodn tin tuong - Chon 3 nguoi tir danh ba dé nhan duogc sy trg
gilip an toan trong trudng hop can khoi phuc lai mat khau

Dlng dé xac nhén ban chinh la cha sé hitu cta
tai khoan vi MoMo nay.

° Chup hinh CMND/CCCD/H$ chiéu

@) Chup hinh khudn mét

Xée thyc ngay

Giup MoMo xdc thuc ban la chi s& hitu va moi
hoat ddng trén Vi la do chinh chl thye hién.

@) Tai khoan tin tusng >

@ Céu hsi bio mat >

Trg gitip bao mét

Tim hiéu cadch ma MoMo gitip ban bao vé tai >
khoan cGa minh.

Tai khoan tin tudng

Tai khodn tin tudng c6 thé trg gitip ban khdi phuc lai
maét khdu mot céch an toan va nhanh chéng hon.

& Tai khoan tin tuéing s& gii ma xac thuc aé
ban I8y méat khdu MoMo dé& dang va nhanh
chéng han.

© Neénlya chon tai khoan tin tudng la ban than
e  hodc ngudi trong gia dinh dé nhan dugc sif
trd gitip an toan.

D ©é bit diu, hiy dé xudt 3 ngudi tir danh ba
cua ban.

Thiét l1ap ngay
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- L. o -
Cau hoi bao mat
Buge sir dung dé xdc nhan danh tinh va gitp 18y lai
mat khau néu ban quén.

Chon 3 cdu hoéi bdo mat chi minh ban biét
ho&@c khd doan ngay ca vdi ngudi quen cua
ban.

Pz

()

Tra I&i ding 2/3 cau hoi bao mat dé lay lai
méat khdu khi can.

Ban s& khong thé xem lai cdu tra 18i da thiét
I&p nén hay dam bao ghi nhé that chinh xac.

Cau hoi bao mat dudc sif dung dé xac nhan danh
tinh va gidp ban lay lai mat khau néu ban quén

Cau hoi1

Chon cau hoi

NdJi ban thich di du lich nhat? mrs
Tra isi
Nha Trang
Cau hoi 2
Chen cau hai
~

Ca si/nhém nhac yéu thich cta ban la...

Tra 1&i

BTS

Cau hoi 3

Chign cau hai

National Cyber Security Center

Buée 3: Chon Cdu hdi bdo mdt >Lwa chon va tra 161 3 cau hoi va an Xde nhdn

Tét xac nhéin thanh toan nhanh:

20:36

ro

5 du trong vi

Lién két tai khoan
0 thé/tai khoan
Chura co hoda don

Thé qua tang
0 thé gua téng

Dich vu lién két
0 dich vu lién két

4

Tai khoan lién két
Chua két néi

B

@

Trung tadm bao mat

Trung Tam Trg Gitip

¢ 6

Cai dat 'ng dung

BPang xuat

G

Thanh toan hoa don

Quan ly vé va thdéng tin hanh khach

Quan Iy hgp déng bao hiém

Buwére 1: Chon Vi cua téi = Chon Cai dat iing dung

o
T —3

Vi CUA TOI
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Bwéc 2: Tat chtrc nang Xdc nhdn thanh todn nhanh

CAI DAT THANH TOAN

Xac nhan thanh toan nhanh

Thanh toan nhanh cho phép ngudi dung thanh toén
khéng can xac thuc mat khau khi so tién giao dich

nho hdn han mic dugc cai dat
BAO MAT TAI KHOAN

Quan ly dang nhéap

D3t mat khau

Tu déng khoa tng dung 1 phut
Vi sé tu dong khoa sau 1 phut khéng sif dung

Xac thuc gudng mat [ O]

Luu y: tat ca gudng mat dd dudc déng ky trong thiét bi déu co
thé xace thuc.

NGON NGU

Ngbén nglf/Language Tiéng Viét

KHAC

Théng tin ('ng dung

Thodt tai khoan

Buwde 3: Chon Ty dong khoa ung dung sau khoang thoi gian (lya chon thot gian
pht hop véi nhu cau nguoi ding, khuyén nghi nén lwa chon dudi 1 phit)
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Phu luc : Danh sach tai liéu tham khao

(1) https://www.zdnet.com/article/make-sure-your-zoom-meetings-are-safe-by-
doing-these-10-things/

(2) https://expert-advice.org/office365/microsoft-teams-security-policy-best-
practices/

(3) https://expert-advice.org/office365/microsoft-teams-security-policy-best-
practices/

(4) https://expert-advice.org/office365/microsoft-teams-security-policy-best-
practices/

(5) https://docs.microsoft.com/en-us/microsoftteams/manage-the-audio-
conferencing-settings-for-a-user-in-teams

(6) https://www.ytria.com/blog/teams-tip-18-control-if-anonymous-users-can-join-
meeting/

(7) https://helpdesk.ctu.edu.vn/day-hoc-truc-tuyen/85-zoomsecurity

(8) https://www.eduhk.hk/ocio/content/faq-i-have-removed-participants-during-
zoom-meeting-they-wont-be-able-rejoin-meeting

(9) https://www.unr.edu/tlt/instructional-design/instructional-technology-
resources/web-conferencing/zoom/securing-sessions/remove-participant

(10) https://blog.zoom.us/keep-uninvited-guests-out-of-your-zoom-
event/#:~:text=Just%20click%20the%20Security%20icon,button%20that%20says
%20Lock%20Meeting.

(11) https://www.technology.pitt.edu/help-desk/how-to-documents/zoom-enabling-
screen-sharing-participants

(12) https://www.bluejeans.com/blog/eight-best-practices-safe-video-conferencing

(13) https://www.tugboatlogic.com/blog/top-3-most-secure-video-conferencing-
solutions/

(14) US-Cert: Security Tip — Staying Safe on Social Network Sites
(15) https://us-cert.cisa.gov/ncas/tips/ST06-003
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(16) SEC’s Office of Investor Education and Advocacy, Investor.gov: Social
Networking Safety Tips

(17)https://www.investor.gov/protect-your-investments/fraud/how-avoid-
fraud/protect-your-social-media-accounts

(18) https://www.technology.pitt.edu/security/best-practices-safe-social-networking

U.S. Attorneys » District of Minnesota: Online Safety Tips
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MOT SO CONG CU HUU iCH, MIEN PHi CUA CHUNG TOI
1. Cong cu, tai liéu mién phi tai khonggianmang.vn

C @ @ khonggianmang.vn

NCSC PANG TUYEN DUNG!

Hay la mét phin ctia NCSC - Nb luc dé khéng gian mang
Viét Nam trd nén an toan va lanh manh

B NG TUYEN NGAY
&

khonggianmang.vn dugc Trung tim Giam sat an toan khong gian mang qudc
gia (NCSC) xay dyng nham hd trg ngudi dung Internet c6 thé tu kiém tra mac do an

toan thong tin khi sir dung mang véi cac cong cu hitu ich nhu: Kiém tra mang may
tinh ma, kiém tra 19 lot thong tin tai khodn c4 nhan, kiém tra website phishing, kiém
tra tap tin doc hai, cong cu giai ma, nhan dién ransomware,...cung vdi cac tai ligu
huéng dan (tai liéu huéng dan bao dam ATTT khi 1am viée tir xa).

2. Kiém tra mirc do tin nhiém tai tinnhiemmang.vn

https://tinnhiemmang.vn

& tinnhiemmang.

tinnhiemmas
National Cyber Sec

vn
c V‘t‘l Gl6i thigu Dich vy v Danh ba tin nhigm Danh séch den Tin tife Lign hg
ty Comter

Hé sinh thai Tin Nhiém Mang

Cham vao gid tri - Tao dung niém tin

Tin nhigm Thiét bi Hé thdng tin nhié
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Tin nhiém mang cung cap nhén tin ciy vé an toan thong tin, gitip ngudi dung
nhan biét va xac dinh cac trang web tin cay, ngan ngura cdc cudc tin cong lura dao,
huong té1 xay dung mot hé sinh thai uy tin, an toan nham tao niém tin khi st dung
dich vy trén moi truong mang.

H¢ sinh thai Tin nhi€ém mang bao gém: Tin nhiém T6 chic, Tin nhiém
Website, Tin nhiém Thiét bi, Hé thong tin nhiém.

' Thaéng tin lién hé: Trung tim Giam sat an toan khong gian mang qubc gia (NCSC) l
Email: ncsc@ais.gov.vn

S6 dién thoai: 024.3209.1616
. Pia chi: 115 Tran Duy Hung, Cau Gidy, Ha Noi '
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